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Summary

CVE CVE-2011-1751

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-21 15:55:00 UTC

Updated 2023-02-13 04:30:00 UTC

Description The pciej_write function in hw/acpi_piix4.c in the PIIX4 Power Management emulation in qemu-kvm does not check if a device is hotpluggable before unplugging the PCI-ISA bridge, which allows privileged guest users to cause a denial of service (guest crash) and possibly execute arbitrary code by sending a crafted value to the 0xae08 (PCI_EJ_BASE) I/O port, which leads to a use-after-free related to "active qemu timers."

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 0.1.0 All All All

Application Qemu Qemu 0.1.1 All All All

Application Qemu Qemu 0.1.2 All All All

Application Qemu Qemu 0.1.3 All All All

Application Qemu Qemu 0.1.4 All All All

Application Qemu Qemu 0.1.5 All All All

Application Qemu Qemu 0.1.6 All All All

Application Qemu Qemu 0.10.0 All All All

Application Qemu Qemu 0.10.1 All All All

Application Qemu Qemu 0.10.2 All All All

Application Qemu Qemu 0.10.3 All All All

Application Qemu Qemu 0.10.4 All All All

Application Qemu Qemu 0.10.5 All All All

Application Qemu Qemu 0.10.6 All All All

Application Qemu Qemu 0.11.0 All All All

Application Qemu Qemu 0.11.0 rc0 All All

Application Qemu Qemu 0.11.0 rc1 All All
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Application Qemu Qemu 0.11.0 rc1 All All

Application Qemu Qemu 0.11.0 rc2 All All

Application Qemu Qemu 0.11.0-rc0 All All All

Application Qemu Qemu 0.11.0-rc1 All All All

Application Qemu Qemu 0.11.0-rc2 All All All

Application Qemu Qemu 0.11.1 All All All

Application Qemu Qemu 0.12.0 All All All

Application Qemu Qemu 0.12.0 rc1 All All

Application Qemu Qemu 0.12.0 rc2 All All

Application Qemu Qemu 0.12.1 All All All

Application Qemu Qemu 0.12.2 All All All

Application Qemu Qemu 0.12.3 All All All

Application Qemu Qemu 0.12.4 All All All

Application Qemu Qemu 0.12.5 All All All

Application Qemu Qemu 0.13.0 All All All

Application Qemu Qemu 0.13.0 rc0 All All

Application Qemu Qemu 0.13.0 rc1 All All

Application Qemu Qemu 0.14.0 All All All

Application Qemu Qemu 0.14.0 rc0 All All

Application Qemu Qemu 0.14.0 rc1 All All

Application Qemu Qemu 0.14.0 rc2 All All

Application Qemu Qemu 0.14.1 All All All

Application Qemu Qemu 0.15.0 rc1 All All

Application Qemu Qemu 0.15.0 rc2 All All

Application Qemu Qemu 0.2.0 All All All

Application Qemu Qemu 0.3.0 All All All

Application Qemu Qemu 0.4.0 All All All

Application Qemu Qemu 0.4.1 All All All

Application Qemu Qemu 0.4.2 All All All

Application Qemu Qemu 0.4.3 All All All

Application Qemu Qemu 0.5.0 All All All

Application Qemu Qemu 0.5.1 All All All

Application Qemu Qemu 0.5.2 All All All

Application Qemu Qemu 0.5.3 All All All

Application Qemu Qemu 0.5.4 All All All

Application Qemu Qemu 0.5.5 All All All
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Application Qemu Qemu 0.6.0 All All All

Application Qemu Qemu 0.6.1 All All All

Application Qemu Qemu 0.7.0 All All All

Application Qemu Qemu 0.7.1 All All All

Application Qemu Qemu 0.7.2 All All All

Application Qemu Qemu 0.8.0 All All All

Application Qemu Qemu 0.8.1 All All All

Application Qemu Qemu 0.8.2 All All All

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1-5 All All All

Application Qemu Qemu 1.0 All All All

Application Qemu Qemu 1.0 rc1 All All

Application Qemu Qemu 1.0 rc2 All All

Application Qemu Qemu 1.0 rc3 All All

Application Qemu Qemu 1.0 rc4 All All

Application Qemu Qemu 1.0.1 All All All

Application Qemu Qemu 1.1 All All All

Application Qemu Qemu 1.1 rc1 All All

Application Qemu Qemu 1.1 rc2 All All

Application Qemu Qemu 1.1 rc3 All All

Application Qemu Qemu 1.1 rc4 All All

Application Qemu Qemu 0.1.0 All All All

Application Qemu Qemu 0.1.1 All All All

Application Qemu Qemu 0.1.2 All All All

Application Qemu Qemu 0.1.3 All All All

Application Qemu Qemu 0.1.4 All All All

Application Qemu Qemu 0.1.5 All All All

Application Qemu Qemu 0.1.6 All All All

Application Qemu Qemu 0.10.0 All All All

Application Qemu Qemu 0.10.1 All All All

Application Qemu Qemu 0.10.2 All All All

Application Qemu Qemu 0.10.3 All All All

Application Qemu Qemu 0.10.4 All All All

Application Qemu Qemu 0.10.5 All All All

Application Qemu Qemu 0.10.6 All All All
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Application Qemu Qemu 0.10.6 All All All

Application Qemu Qemu 0.11.0 All All All

Application Qemu Qemu 0.11.0 rc0 All All

Application Qemu Qemu 0.11.0 rc1 All All

Application Qemu Qemu 0.11.0 rc2 All All

Application Qemu Qemu 0.11.0-rc0 All All All

Application Qemu Qemu 0.11.0-rc1 All All All

Application Qemu Qemu 0.11.0-rc2 All All All

Application Qemu Qemu 0.11.1 All All All

Application Qemu Qemu 0.12.0 All All All

Application Qemu Qemu 0.12.0 rc1 All All

Application Qemu Qemu 0.12.0 rc2 All All

Application Qemu Qemu 0.12.1 All All All

Application Qemu Qemu 0.12.2 All All All

Application Qemu Qemu 0.12.3 All All All

Application Qemu Qemu 0.12.4 All All All

Application Qemu Qemu 0.12.5 All All All

Application Qemu Qemu 0.13.0 All All All

Application Qemu Qemu 0.13.0 rc0 All All

Application Qemu Qemu 0.13.0 rc1 All All

Application Qemu Qemu 0.14.0 All All All

Application Qemu Qemu 0.14.0 rc0 All All

Application Qemu Qemu 0.14.0 rc1 All All

Application Qemu Qemu 0.14.0 rc2 All All

Application Qemu Qemu 0.14.1 All All All

Application Qemu Qemu 0.15.0 rc1 All All

Application Qemu Qemu 0.15.0 rc2 All All

Application Qemu Qemu 0.2.0 All All All

Application Qemu Qemu 0.3.0 All All All

Application Qemu Qemu 0.4.0 All All All

Application Qemu Qemu 0.4.1 All All All

Application Qemu Qemu 0.4.2 All All All

Application Qemu Qemu 0.4.3 All All All

Application Qemu Qemu 0.5.0 All All All

Application Qemu Qemu 0.5.1 All All All

Application Qemu Qemu 0.5.2 All All All
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Application Qemu Qemu 0.5.3 All All All

Application Qemu Qemu 0.5.4 All All All

Application Qemu Qemu 0.5.5 All All All

Application Qemu Qemu 0.6.0 All All All

Application Qemu Qemu 0.6.1 All All All

Application Qemu Qemu 0.7.0 All All All

Application Qemu Qemu 0.7.1 All All All

Application Qemu Qemu 0.7.2 All All All

Application Qemu Qemu 0.8.0 All All All

Application Qemu Qemu 0.8.1 All All All

Application Qemu Qemu 0.8.2 All All All

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1-5 All All All

Application Qemu Qemu 1.0 All All All

Application Qemu Qemu 1.0 rc1 All All

Application Qemu Qemu 1.0 rc2 All All

Application Qemu Qemu 1.0 rc3 All All

Application Qemu Qemu 1.0 rc4 All All

Application Qemu Qemu 1.0.1 All All All

Application Qemu Qemu 1.1 All All All

Application Qemu Qemu 1.1 rc1 All All

Application Qemu Qemu 1.1 rc2 All All

Application Qemu Qemu 1.1 rc3 All All

Application Qemu Qemu 1.1 rc4 All All
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QEMU PIIX4 Hotplug Use After Free Remote Code Execution Vulnerability BID www.securityfocus.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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