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Summary

CVE CVE-2011-1752

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-06 19:55:00 UTC

Updated 2020-10-05 19:04:00 UTC

Description The mod_dav_svn module for the Apache HTTP Server, as distributed in Apache Subversion before 1.6.17, allows remote attackers to cause a denial of service (NULL pointer dereference and daemon crash) via a request for a baselined WebDAV resource, as exploited in the wild in May 2011.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Subversion All All All All

Application Apache Subversion All All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Fedoraproject Fedora 14 All All All

Operating System Fedoraproject Fedora 15 All All All

Operating System Fedoraproject Fedora 14 All All All
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Operating System Fedoraproject Fedora 14 All All All

Operating System Fedoraproject Fedora 15 All All All

References

Reference Source Link

svn.apache.org/repos/asf/subversion/tags/1.6.17/CHANGES CONFIRM svn.apache.org

[SECURITY] Fedora 15 Update: subversion-1.6.17-1.fc15 FEDORA lists.fedoraproject.org

APPLE-SA-2012-02-01-1 OS X Lion v10.7.3 and Security Update 2012-001 APPLE lists.apple.com

Support REDHAT www.redhat.com

Subversion 'mod_dav_svn' Multiple Denial of Service and Information Disclosure Vulnerabilities BID www.securityfocus.com

Subversion mod_dav_svn Baselined WebDAV Request Processing Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Support / Security / Advisories / / MDVSA-2011:106 | Mandriva MANDRIVA www.mandriva.com

Fedora update for subversion - Secunia.com SECUNIA secunia.com

Ubuntu update for subversion - Secunia.com SECUNIA secunia.com

Red Hat update for subversion - Secunia.com SECUNIA secunia.com

Bug 709111 – CVE-2011-1752 subversion (mod_dav_svn): DoS (crash) via request to deliver baselined WebDAV resources CONFIRM bugzilla.redhat.com

About the security content of OS X Lion v10.7.3 and Security Update 2012-001 CONFIRM support.apple.com

Apache Subversion mod_dav_svn Two Denial of Service Vulnerabilities - Secunia.com SECUNIA secunia.com

subversion.apache.org/security/CVE-2011-1752-advisory.txt CONFIRM subversion.apache.org

USN-1144-1: Subversion vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

[SECURITY] Fedora 14 Update: subversion-1.6.17-1.fc14 FEDORA lists.fedoraproject.org

Repository / Oval Repository OVAL oval.cisecurity.org

Support REDHAT www.redhat.com

Red Hat update for subversion - Secunia.com SECUNIA secunia.com

Debian update for subversion - Advisories - Community SECUNIA secunia.com

Debian -- Security Information -- DSA-2251-1 subversion DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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