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/

CVE-2011-1/53

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-1753

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-06-21 02:52:00 UTC

2017-08-17 01:34:00 UTC

expat_erl.c in ejabberd before 2.1.7 and 3.x before 3.0.0-alpha-3, and exmpp before 0.9.7, does not properly detect recursi

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Process-one Ejabberd 0.9 All All All
Process-one Ejabberd 0.9.1 All All All
Process-one Ejabberd 0.9.8 All All All
Process-one Ejabberd 1.0.0 All All All
Process-one Ejabberd 1.1.0 All All All
Process-one Ejabberd 1.1.1 All All All
Process-one Ejabberd 1.1.1.0 All All All
Process-one Ejabberd 1.1.1.1 All All All
Process-one Ejabberd 1.1.14 All All All
Process-one Ejabberd 1.1.2 All All All
Process-one Ejabberd 1.1.3 All All All
Process-one Ejabberd 2.0.0 All All All
Process-one Ejabberd 2.0.0 betal All All
Process-one Ejabberd 2.0.0 rci All All
Process-one Ejabberd 2.0.1_2 All All All
Process-one Ejabberd 2.0.2 All All All
Process-one Ejabberd 2.0.3 All All All
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Application Process-one Ejabberd 3.0.0 alphat
Application Process-one Ejabberd 3.0.0 alpha2
Application Process-one Ejabberd All All
Application Process-one Exmpp 0.9.1 All
Application Process-one Exmpp 0.9.2 All
Application Process-one Exmpp 0.9.3 All
Application Process-one Exmpp 0.9.4 All
Application Process-one Exmpp 0.9.5 All
Application Process-one Exmpp All All
Application Process-one Exmpp 0.9.1 All
Application Process-one Exmpp 0.9.2 All
Application Process-one Exmpp 0.9.3 All
Application Process-one Exmpp 0.9.4 All
Application Process-one Exmpp 0.9.5 All
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References

Reference

Fedora update for ejabberd - Secunia.com

Debian -- Security Information -- DSA-2248-1 ejabberd

Bug 700454 — CVE-2011-1753 ejabberd: DoS via the XML "billion laughs attack"
Oops, can't find that - Bitbucket Git

IBM X-Force Exchange

ejabberd XML Parsing Denial of Service Vulnerability

ejabberd Nested XML Entities Denial of Service Vulnerability - Secunia.com
[SECURITY] Fedora 15 Update: ejabberd-2.1.8-2.fc15

Release Note ejabberd 2.1.7 - ProcessOne

ejabberd 2.1.7, 3.0.0-alpha-3 and exmpp 0.9.7 -- security release | ejabberd Community Site
[SECURITY] Fedora 14 Update: ejabberd-2.1.8-2.fc14

Debian update for ejabberd - Secunia.com

CVE Program record

NVD vulnerability detail

/

Source

SECUNIA

DEBIAN

CONFIRM

CONFIRM

XF

BID

SECUNIA

FEDORA

CONFIRM

CONFIRM

FEDORA

SECUNIA

CVE.ORG

NVD

Link

secunia.com
www.debian.org
bugzilla.redhat.com
git.process-one.net
exchange.xforce.ibmcloud.com
www.securityfocus.com
secunia.com
lists.fedoraproject.org
WWWw.process-one.net
www.ejabberd.im
lists.fedoraproject.org
secunia.com
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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