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Summary

CVE CVE-2011-1765

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-23 22:55:00 UTC

Updated 2023-11-07 02:07:00 UTC

Description Cross-site scripting (XSS) vulnerability in MediaWiki before 1.16.5, when Internet Explorer 6 or earlier is used, allows remote attackers to inject arbitrary web script or HTML via an uploaded file accessed with a dangerous extension such as .shtml at the end of the query string, in conjunction with a modified URI path that has a %2E sequence in place of the . (dot) character. NOTE: this vulnerability exists because of an incomplete fix for CVE-2011-1578 and CVE-2011-1587.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mediawiki 1.1.0 All All All

Application Mediawiki Mediawiki 1.10.0 All All All

Application Mediawiki Mediawiki 1.10.0 rc1 All All

Application Mediawiki Mediawiki 1.10.0 rc2 All All

Application Mediawiki Mediawiki 1.10.1 All All All

Application Mediawiki Mediawiki 1.10.2 All All All

Application Mediawiki Mediawiki 1.10.3 All All All

Application Mediawiki Mediawiki 1.10.4 All All All

Application Mediawiki Mediawiki 1.11 All All All

Application Mediawiki Mediawiki 1.11.0 All All All

Application Mediawiki Mediawiki 1.11.0 rc1 All All

Application Mediawiki Mediawiki 1.11.1 All All All

Application Mediawiki Mediawiki 1.11.2 All All All

Application Mediawiki Mediawiki 1.12.0 All All All

Application Mediawiki Mediawiki 1.12.0 rc1 All All

Application Mediawiki Mediawiki 1.12.1 All All All

Application Mediawiki Mediawiki 1.12.2 All All All
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References

Reference Source Link

[SECURITY] Fedora 13 Update: mediawiki-1.16.5-59.fc13 FEDORA lists.fedoraproject.org

MediaWiki 1.16.4 Multiple Remote Vulnerabilities BID www.securityfocus.com

[SECURITY] Fedora 15 Update: mediawiki-1.16.5-59.fc15 FEDORA lists.fedoraproject.org

⚓ T30534 XSS in MediaWiki API (through invalid property name) CONFIRM bugzilla.wikimedia.org

702512 – (CVE-2011-1765, CVE-2011-1766) CVE-2011-1765 mediawiki: two vulnerabilities fixed in 1.16.5 CONFIRM bugzilla.redhat.com

Fedora update for mediawiki - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 14 Update: mediawiki-1.16.5-59.fc14 FEDORA lists.fedoraproject.org

[MediaWiki-announce] MediaWiki security release 1.16.5 MLIST lists.wikimedia.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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