CVE-2011-1765

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-1765
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-23 22:55:00 UTC
Updated 2023-11-07 02:07:00 UTC
Description Cross-site scripting (XSS) vulnerability in MediaWiki before 1.16.5, when Internet Explorer 6 or earlier is used, allows remot

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mediawiki Mediawiki 1.1.0 All All All
Application Mediawiki Mediawiki 1.10.0 All All All
Application Mediawiki Mediawiki 1.10.0 rci All All
Application Mediawiki Mediawiki 1.10.0 rc2 All All
Application Mediawiki Mediawiki 1.10.1 All All All
Application Mediawiki Mediawiki 1.10.2 All All All
Application Mediawiki Mediawiki 1.10.3 All All All
Application Mediawiki Mediawiki 1.10.4 All All All
Application Mediawiki Mediawiki 1.11 All All All
Application Mediawiki Mediawiki 1.11.0 All All All
Application Mediawiki Mediawiki 1.11.0 rci All All
Application Mediawiki Mediawiki 1.11.1 All All All
Application Mediawiki Mediawiki 1.11.2 All All All
Application Mediawiki Mediawiki 1.12.0 All All All
Application Mediawiki Mediawiki 1.12.0 rci All All
Application Mediawiki Mediawiki 1.12.1 All All All
Application Mediawiki Mediawiki 1.12.2 All All All
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CVE Program record

1

NVD vulnerability detail

[SECURITY] Fedora 13 Update: mediawiki-1.16.5-59.fc13
MediaWiki 1.16.4 Multiple Remote Vulnerabilities
[SECURITY] Fedora 15 Update: mediawiki-1.16.5-59.fc15

& T30534 XSS in MediaWiki API (through invalid property name)

Fedora update for mediawiki - Secunia.com
[SECURITY] Fedora 14 Update: mediawiki-1.16.5-59.fc14

[MediaWiki-announce] MediaWiki security release 1.16.5

702512 — (CVE-2011-1765, CVE-2011-1766) CVE-2011-1765 mediawiki: two vulnerabilities fixed in 1.16.5

Source Link

FEDORA lists.fedoraproject.c

BID

www.securityfocus.

FEDORA lists.fedoraproject.c

CONFIRM  bugzilla.wikimedia.i

CONFIRM  bugzilla.redhat.corr

SEC

UNIA  secunia.com

FEDORA lists.fedoraproject.c

MLIST lists.wikimedia.org

CVE

NVD

No vendor comments have been submitted for this CVE.

.ORG www.cve.org

nvd.nist.gov
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http://lists.fedoraproject.org/pipermail/package-announce/2011-May/060507.html
http://www.securityfocus.com/bid/47722
http://lists.fedoraproject.org/pipermail/package-announce/2011-May/060435.html
https://bugzilla.wikimedia.org/show_bug.cgi?id=28534
https://bugzilla.redhat.com/show_bug.cgi?id=702512
http://secunia.com/advisories/44684
http://lists.fedoraproject.org/pipermail/package-announce/2011-May/060496.html
http://lists.wikimedia.org/pipermail/mediawiki-announce/2011-May/000098.html
https://www.cve.org/CVERecord?id=CVE-2011-1765
https://nvd.nist.gov/vuln/detail/CVE-2011-1765

There are currently no legacy QID mappings associated with this CVE.
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