
CVE-2011-1766
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2011-1766

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-23 22:55:00 UTC

Updated 2011-06-16 02:56:00 UTC

Description includes/User.php in MediaWiki before 1.16.5, when wgBlockDisablesLogin is enabled, does not clear certain cached data after verification of an auth token fails, which allows remote attackers to bypass authentication by creating crafted wikiUserID and wikiUserName cookies, or by leveraging an unattended workstation.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mediawiki 1.1.0 All All All

Application Mediawiki Mediawiki 1.10.0 All All All

Application Mediawiki Mediawiki 1.10.0 rc1 All All

Application Mediawiki Mediawiki 1.10.0 rc2 All All

Application Mediawiki Mediawiki 1.10.1 All All All

Application Mediawiki Mediawiki 1.10.2 All All All

Application Mediawiki Mediawiki 1.10.3 All All All

Application Mediawiki Mediawiki 1.10.4 All All All

Application Mediawiki Mediawiki 1.11 All All All

Application Mediawiki Mediawiki 1.11.0 All All All

Application Mediawiki Mediawiki 1.11.0 rc1 All All

Application Mediawiki Mediawiki 1.11.1 All All All

Application Mediawiki Mediawiki 1.11.2 All All All

Application Mediawiki Mediawiki 1.12.0 All All All

Application Mediawiki Mediawiki 1.12.0 rc1 All All

Application Mediawiki Mediawiki 1.12.1 All All All

Application Mediawiki Mediawiki 1.12.2 All All All
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Application Mediawiki Mediawiki 1.12.2 All All All

Application Mediawiki Mediawiki 1.12.3 All All All

Application Mediawiki Mediawiki 1.12.4 All All All

Application Mediawiki Mediawiki 1.13.0 All All All

Application Mediawiki Mediawiki 1.13.0 rc1 All All

Application Mediawiki Mediawiki 1.13.0 rc2 All All

Application Mediawiki Mediawiki 1.13.1 All All All

Application Mediawiki Mediawiki 1.13.2 All All All

Application Mediawiki Mediawiki 1.13.3 All All All

Application Mediawiki Mediawiki 1.13.4 All All All

Application Mediawiki Mediawiki 1.14.0 All All All

Application Mediawiki Mediawiki 1.14.0 rc1 All All

Application Mediawiki Mediawiki 1.14.1 All All All

Application Mediawiki Mediawiki 1.15.0 All All All

Application Mediawiki Mediawiki 1.15.0 rc1 All All

Application Mediawiki Mediawiki 1.15.1 All All All

Application Mediawiki Mediawiki 1.15.2 All All All

Application Mediawiki Mediawiki 1.15.3 All All All

Application Mediawiki Mediawiki 1.15.4 All All All

Application Mediawiki Mediawiki 1.15.5 All All All

Application Mediawiki Mediawiki 1.16.0 All All All

Application Mediawiki Mediawiki 1.16.0 beta1 All All

Application Mediawiki Mediawiki 1.16.0 beta2 All All

Application Mediawiki Mediawiki 1.16.1 All All All

Application Mediawiki Mediawiki 1.16.2 All All All

Application Mediawiki Mediawiki 1.16.3 All All All

Application Mediawiki Mediawiki 1.2.0 All All All

Application Mediawiki Mediawiki 1.2.1 All All All

Application Mediawiki Mediawiki 1.2.2 All All All

Application Mediawiki Mediawiki 1.2.3 All All All

Application Mediawiki Mediawiki 1.2.4 All All All

Application Mediawiki Mediawiki 1.2.5 All All All

Application Mediawiki Mediawiki 1.2.6 All All All

Application Mediawiki Mediawiki 1.3 All All All

Application Mediawiki Mediawiki 1.3.0 All All All

Application Mediawiki Mediawiki 1.3.1 All All All
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Application Mediawiki Mediawiki 1.3.8 All All All

Application Mediawiki Mediawiki 1.3.9 All All All

Application Mediawiki Mediawiki 1.4 beta1 All All

Application Mediawiki Mediawiki 1.4 beta2 All All

Application Mediawiki Mediawiki 1.4 beta3 All All

Application Mediawiki Mediawiki 1.4 beta4 All All

Application Mediawiki Mediawiki 1.4 beta5 All All

Application Mediawiki Mediawiki 1.4 beta6 All All
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Application Mediawiki Mediawiki 1.4.1 All All All

Application Mediawiki Mediawiki 1.4.10 All All All

Application Mediawiki Mediawiki 1.4.11 All All All
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Application Mediawiki Mediawiki 1.4.4 All All All

Application Mediawiki Mediawiki 1.4.5 All All All

Application Mediawiki Mediawiki 1.4.6 All All All

Application Mediawiki Mediawiki 1.4.7 All All All

Application Mediawiki Mediawiki 1.4.8 All All All

Application Mediawiki Mediawiki 1.4.9 All All All

Application Mediawiki Mediawiki 1.5 alpha1 All All
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