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Summary

CVE CVE-2011-1773

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-08 00:55:00 UTC

Updated 2019-04-22 17:48:00 UTC

Description virt-v2v before 0.8.4 does not preserve the VNC console password when converting a guest, which allows local users to bypass the intended VNC authentication by connecting without a password.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matthew Booth Virt-v2v 0.1.0 All All All

Application Matthew Booth Virt-v2v 0.2.0 All All All

Application Matthew Booth Virt-v2v 0.3.0 All All All

Application Matthew Booth Virt-v2v 0.3.2 All All All

Application Matthew Booth Virt-v2v 0.4.0 All All All

Application Matthew Booth Virt-v2v 0.4.10 All All All

Application Matthew Booth Virt-v2v 0.4.9 All All All

Application Matthew Booth Virt-v2v 0.5.0 All All All

Application Matthew Booth Virt-v2v 0.5.1 All All All

Application Matthew Booth Virt-v2v 0.5.2 All All All

Application Matthew Booth Virt-v2v 0.5.3 All All All

Application Matthew Booth Virt-v2v 0.5.4 All All All

Application Matthew Booth Virt-v2v 0.6.0 All All All

Application Matthew Booth Virt-v2v 0.6.1 All All All

Application Matthew Booth Virt-v2v 0.6.2 All All All

Application Matthew Booth Virt-v2v 0.6.3 All All All

Application Matthew Booth Virt-v2v 0.7.0 All All All
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Application Matthew Booth Virt-v2v 0.7.0 All All All

Application Matthew Booth Virt-v2v 0.7.1 All All All

Application Matthew Booth Virt-v2v 0.8.0 All All All

Application Matthew Booth Virt-v2v 0.8.1 All All All

Application Matthew Booth Virt-v2v 0.8.2 All All All

Application Matthew Booth Virt-v2v All All All All

Application Matthew Booth Virt-v2v 0.1.0 All All All

Application Matthew Booth Virt-v2v 0.2.0 All All All

Application Matthew Booth Virt-v2v 0.3.0 All All All

Application Matthew Booth Virt-v2v 0.3.2 All All All

Application Matthew Booth Virt-v2v 0.4.0 All All All

Application Matthew Booth Virt-v2v 0.4.10 All All All

Application Matthew Booth Virt-v2v 0.4.9 All All All

Application Matthew Booth Virt-v2v 0.5.0 All All All

Application Matthew Booth Virt-v2v 0.5.1 All All All

Application Matthew Booth Virt-v2v 0.5.2 All All All

Application Matthew Booth Virt-v2v 0.5.3 All All All

Application Matthew Booth Virt-v2v 0.5.4 All All All

Application Matthew Booth Virt-v2v 0.6.0 All All All

Application Matthew Booth Virt-v2v 0.6.1 All All All

Application Matthew Booth Virt-v2v 0.6.2 All All All

Application Matthew Booth Virt-v2v 0.6.3 All All All

Application Matthew Booth Virt-v2v 0.7.0 All All All

Application Matthew Booth Virt-v2v 0.7.1 All All All

Application Matthew Booth Virt-v2v 0.8.0 All All All

Application Matthew Booth Virt-v2v 0.8.1 All All All

Application Matthew Booth Virt-v2v 0.8.2 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

References

Reference Source Link Tags

77558 OSVDB www.osvdb.org

Security Advisory SA47086 - virt-v2v Guest Conversion VNC Password Security Issue - Secunia SECUNIA secunia.com Vendor Advisory
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Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM git.fedorahosted.org Exploit, Patch

Bug 702754 – CVE-2011-1773 virt-v2v: vnc password protection is missing after vm conversion CONFIRM bugzilla.redhat.com
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Bug 702754 – CVE-2011-1773 virt-v2v: vnc password protection is missing after vm conversion CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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