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The CSecurityTLS::processMsg function in common/rfb/CSecurity TLS.cxx in the vncviewer component in TigerVNC 1.1bet:

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Tigervnc Tigervnc 1.1 betat All All
Tigervnc Tigervnc 1.1 betat All All

References

Reference Source
Re: [Tigervnc-devel] potential vulnerability in TLS secType? MLIST
Bug 702470 — CVE-2011-1775 tigervnc: vncviewer can send password to server without proper validation of the X.509 certificate = CONFIRN
oss-security - Re: CVE request: tigervnc MLIST
oss-security - CVE request: tigervnc MLIST
Re: [Tigervnc-devel] potential vulnerability in TLS secType? MLIST
[SECURITY] Fedora 15 Update: tigervnc-1.0.90-4.fc15 FEDORA
TigerVNC SSL Certificate Validation Security Bypass Vulnerability BID

Bug 702672 — tigervnc: vncviewer can send password to server without proper validation of the X.509 certificate [fedora-15] CONFIRNM
[Tigervnc-devel] potential vulnerability in TLS secType? MISC
Red Hat update for tigervnc - Secunia.com SECUNIA
[Tigervnc-devel] potential vulnerability in TLS secType? MLIST
Support REDHAT
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http://openwall.com/lists/oss-security/2011/05/09/7
http://openwall.com/lists/oss-security/2011/05/06/2
http://www.mail-archive.com/tigervnc-devel@lists.sourceforge.net/msg01347.html
http://lists.fedoraproject.org/pipermail/package-announce/2011-May/060567.html
http://www.securityfocus.com/bid/47738
https://bugzilla.redhat.com/show_bug.cgi?id=702672
http://www.mail-archive.com/tigervnc-devel%2540lists.sourceforge.net/msg01342.html
http://secunia.com/advisories/44939
http://www.mail-archive.com/tigervnc-devel@lists.sourceforge.net/msg01342.html
http://www.redhat.com/support/errata/RHSA-2011-0871.html

Re: [Tigervnc-devel] potential vulnerability in TLS secType?
Re: [Tigervnc-devel] potential vulnerability in TLS secType?
CVE Program record

NVD vulnerability detail
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|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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