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CVE CVE-2011-1785
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-03 22:55:00 UTC
Updated 2018-10-09 19:32:00 UTC
Description VMware ESXi 4.0 and 4.1 and ESX 4.0 and 4.1 allow remote attackers to cause a denial of service (socket exhaustion) via
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Vmware Esx 4.0 All All All
Application Vmware Esx 4.1 All All All
Application Vmware Esx 4.0 All All All
Application Vmware Esx 41 All All All
Application Vmware Esxi 4.0 All All All
Application Vmware Esxi 41 All All All
Application Vmware Esxi 4.0 All All All
Application Vmware Esxi 4.1 All All All
Reference

VMSA-2011-0007

IBM X-Force Exchange

SecurityFocus

Repository / Oval Repository

VMware ESXi and ESX Socket Exhaustion Remote Denial of Service Vulnerability

VMware KB: VMware ESXi 4.1 Patch ESXi410-201104401-SG: Updates Firmware
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[Security-announce] VMSA-2011-0007 VMware ESXi and ESX Denial of Service and third party updates for Likewise components and ESX S
72118

VMware ESXi and ESX Socket Consumption and Likewise Login Bug Let Remote Users Deny Service - Security Tracker

CXSecurity - IDS

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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