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Summary

CVE CVE-2011-1827

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-05 02:56:00 UTC

Updated 2012-05-14 04:00:00 UTC

Description Multiple unspecified vulnerabilities in Check Point SSL Network Extender (SNX), SecureWorkSpace, and Endpoint Security On-Demand, as distributed by SecurePlatform, IPSO6, Connectra, and VSX, allow remote attackers to execute arbitrary code via vectors involving a (1) ActiveX control or (2) Java applet.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Connectra Ngx r66.1 All All All

Application Checkpoint Connectra Ngx r66.1n All All All

Application Checkpoint Connectra Ngx r66.1 All All All

Application Checkpoint Connectra Ngx r66.1n All All All

Application Checkpoint Vpn-1 r65.70 All All All

Application Checkpoint Vpn-1 r70.40 All All All

Application Checkpoint Vpn-1 r71.30 All All All

Application Checkpoint Vpn-1 r75 All All All

Application Checkpoint Vpn-1 r65.70 All All All

Application Checkpoint Vpn-1 r70.40 All All All

Application Checkpoint Vpn-1 r71.30 All All All

Application Checkpoint Vpn-1 r75 All All All

Application Checkpoint Vpn-1 Firewall-1 Vsx r65.20 All All All

Application Checkpoint Vpn-1 Firewall-1 Vsx r67 All All All

Application Checkpoint Vpn-1 Firewall-1 Vsx r65.20 All All All

Application Checkpoint Vpn-1 Firewall-1 Vsx r67 All All All
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References

Reference Source Link

Multiple Check Point SSL VPN On-Demand Applications Remote Code Execution Vulnerability BID www.securityfocus.com

404 - Page not found! - SEC Consult MISC www.sec-consult.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support, Support Requests, Training, Documentation, and Knowledge base for Check Point products and services CONFIRM supportcenter.checkpoint.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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