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APT before 0.8.15.2 does not properly validate inline GPG signatures, which allows man-in-the-middle attackers to install ir

Risk And Classification
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Problem Types: CWE-20
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Application Debian Apt 0.7.25.1 All All All
Application Debian Apt 0.7.25.2 All All All
Application Debian Apt 0.7.25.3 All All All
Application Debian Apt 0.7.26 exp1 All All
Application Debian Apt 0.7.26 exp10 All All
Application Debian Apt 0.7.26 expli All All
Application Debian Apt 0.7.26 expl12 All All
Application Debian Apt 0.7.26 exp2 All All
Application Debian Apt 0.7.26 exp3 All All
Application Debian Apt 0.7.26 exp4 All All
Application Debian Apt 0.7.26 exp5 All All
Application Debian Apt 0.7.26 exp6 All All
Application Debian Apt 0.7.26 exp7 All All
Application Debian Apt 0.7.26 exp8 All All
Application Debian Apt 0.7.26 exp9 All All
Application Debian Apt 0.7.3 All All All
Application Debian Apt 0.7.4 All All All
Application Debian Apt 0.7.5 All All All
Application Debian Apt 0.7.6 All All All
Application Debian Apt 0.7.7 All All All
Application Debian Apt 0.7.8 All All All
Application Debian Apt 0.7.9 All All All
Application Debian Apt 0.8.2 All All All
Application Debian Apt 0.8.3 All All All
Application Debian Apt 0.8.4 All All All
Application Debian Apt 0.8.5 All All All
Application Debian Apt 0.8.6 All All All
Application Debian Apt 0.8.7 All All All
Application Debian Apt 0.8.8 All All All
Application Debian Apt 0.8.9 All All All
Reference Source Link
launchpad.net/ubuntu/+archive/primary/+sourcepub/1817196/+listing-archive-e... CONFIRM  launchpad.net
IBM X-Force Exchange XF exchange.xforce.ibmcloud.c
USN-1169-1: APT vulnerabilitv | Ubuntu UBUNTU  www.ubuntu.com
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https://launchpad.net/ubuntu/+archive/primary/+sourcepub/1817196/+listing-archive-extra
https://exchange.xforce.ibmcloud.com/vulnerabilities/68560
http://www.ubuntu.com/usn/USN-1169-1

e

Bug #784473 “Treats partial InRelease signature as verifying the...” : Bugs : apt package : Ubuntu
packages.debian.org/changelogs/pool/main/a/apt/current/changelog

apt Repository Inline GPG Signature Verification Vulnerability
launchpadlibrarian.net/75126628/apt_0.8.13.2ubuntu2_0.8.13.2ubuntu4.1.diff.gz

CVE Program record

NVD vulnerability detail

/]

CONFIRM

CONFIRM

BID

CONFIRM

CVE.ORG
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launchpad.net
packages.debian.org
www.securityfocus.com
launchpadlibrarian.net
WwWWw.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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