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Summary

CVE CVE-2011-1846

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-03 20:55:00 UTC

Updated 2017-09-19 01:32:00 UTC

Description IBM DB2 9.5 before FP7 and 9.7 before FP4 on Linux, UNIX, and Windows does not properly revoke role membership from groups, which allows remote authenticated users to execute non-DDL statements by leveraging previous inherited possession of a role, a different vulnerability than CVE-2011-0757. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 9.5 All All All

Application Ibm Db2 9.5 fp1 All All

Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp2a All All

Application Ibm Db2 9.5 fp3 All All

Application Ibm Db2 9.5 fp3a All All

Application Ibm Db2 9.5 fp3b All All

Application Ibm Db2 9.5 fp4 All All

Application Ibm Db2 9.5 fp4a All All

Application Ibm Db2 9.5 fp5 All All

Application Ibm Db2 9.5 fp6 All All

Application Ibm Db2 9.7 All All All

Application Ibm Db2 9.7 fp1 All All

Application Ibm Db2 9.7 fp2 All All

Application Ibm Db2 9.5 All All All

Application Ibm Db2 9.5 fp1 All All

Application Ibm Db2 9.5 fp2 All All
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Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp2a All All

Application Ibm Db2 9.5 fp3 All All

Application Ibm Db2 9.5 fp3a All All

Application Ibm Db2 9.5 fp3b All All

Application Ibm Db2 9.5 fp4 All All

Application Ibm Db2 9.5 fp4a All All

Application Ibm Db2 9.5 fp5 All All

Application Ibm Db2 9.5 fp6 All All

Application Ibm Db2 9.7 All All All

Application Ibm Db2 9.7 fp1 All All

Application Ibm Db2 9.7 fp2 All All

Application Ibm Db2 All fp6a All All

Application Ibm Db2 All fp3 All All

References

Reference

IBM X-Force Exchange

IC71263: SECURITY: User continues to have privilege to execute a non-DDL statement after role membership has been revoked from its group

IC71375: SECURITY: User continues to have privilege to execute a non-DDL statement after role membership has been revoked from its group

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM IC71375: SECURITY: User continues to have privilege to execute a non-DDL statement after role membership has been revoked from its group - United States

Repository / Oval Repository

IBM DB2 Two Vulnerabilities - Secunia.com

IBM DB2 Multiple Security Bypass Vulnerabilities

IBM IC71263: SECURITY: User continues to have privilege to execute a non-DDL statement after role membership has been revoked from its group - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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