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Summary

CVE CVE-2011-1865

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-07-01 10:55:00 UTC

Updated 2017-08-17 01:34:00 UTC

Description Multiple stack-based buffer overflows in the inet service in HP OpenView Storage Data Protector 6.00 through 6.20 allow remote attackers to execute arbitrary code via a request containing crafted parameters.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Openview Storage Data Protector 6.00 All All All

Application Hp Openview Storage Data Protector 6.10 All All All

Application Hp Openview Storage Data Protector 6.11 All All All

Application Hp Openview Storage Data Protector 6.20 All All All

Application Hp Openview Storage Data Protector 6.00 All All All

Application Hp Openview Storage Data Protector 6.10 All All All

Application Hp Openview Storage Data Protector 6.11 All All All

Application Hp Openview Storage Data Protector 6.20 All All All
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HP Data Protector 6.11 Remote Buffer Overflow + DEP Bypass

IBM X-Force Exchange

HP OmniInet.exe Opcode 20 Buffer Overflow - CXSecurity.com

HP OmniInet.exe Opcode 27 Buffer Overflow - CXSecurity.com

HP Data Protector 6.20 Multiple Vulnerabilities - CXSecurity.com

HP OpenView Storage Data Protector Multiple Vulnerabilities - Secunia.com
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HP OmniInet.exe Opcode 20 Buffer Overflow

HPSBMU02686 SSRT100541 rev.3 - HP OpenView Storage Data Protector, Remote Execution of Arbitrary Code - c02872182 - HP Business Support Center

Core Security Technologies

HP OpenView Storage Data Protector Stack Overflows Let Remote Users Execute Arbitrary Code - SecurityTracker

HP OmniInet.exe Opcode 27 Buffer Overflow

HP Data Protector 6.11 Remote Buffer Overflow + DEP Bypass - CXSecurity.com

HP OpenView Storage Data Protector CVE-2011-1865 Op Codes Remote Buffer Oveflow Vulnerability

HP Data Protector 6.20 Multiple Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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