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/

CVE-2011-1877

PUBLIC

secure@microsoft.com

CVE Program / NVD first with legacy fallback

2011-07-13 23:55:00 UTC

2023-12-07 18:38:00 UTC

Use-after-free vulnerability in win32k.sys in the kernel-mode drivers in Microsoft Windows Vista SP1 and SP2, Windows Se

Risk And Classification
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Problem Types: CWE-399
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Operating System Microsoft Windows Server 2008 All sp2 x32 All
Operating System Microsoft Windows Server 2008 All sp2 x64 All
Operating System Microsoft Windows Server 2008 - sp2 itanium All
Operating System Microsoft Windows Server 2008 r2 All itanium All
Operating System Microsoft Windows Server 2008 r2 All x64 All
Operating System Microsoft Windows Vista All sp1 All All
Operating System Microsoft Windows Vista All spil x64 All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Vista All sp2 x64 All
Operating System Microsoft Windows Vista All sp1 All All
Operating System Microsoft Windows Vista All sp1 x64 All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Vista All sp2 x64 All
Reference Source Link
Windows Kernel-Mode Drivers Let Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.co
Repository / Oval Repository OVAL oval.cisecurity.org
73779 OSVDB osvdb.org
Microsoft Windows win32k.sys Driver Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com
Microsoft Windows Kernel 'Win32k.sys' (CVE-2011-1877) Local Privilege Escalation Vulnerability BID www.securityfocus.com
ASA-2011-202 (KB2555917) CONFIRM support.avaya.com
Microsoft Security Bulletin MS11-054 - Important | Microsoft Docs MS docs.microsoft.com
US-CERT Technical Cyber Security Alert TA11-193A -- Microsoft Updates for Multiple Vulnerabilites CERT www.us-cert.gov
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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