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Directory traversal vulnerability in the web interface in Proofpoint Messaging Security Gateway 6.2.0.263:6.2.0.237 and ear
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor Product Version Update Edition Language
Proofpoint Messaging Security Gateway All All All All
Proofpoint Messaging Security Gateway All All All All
Proofpoint Protection Server 553 All All All
Proofpoint Protection Server 5.5.4 All All All
Proofpoint Protection Server 555 All All All
Proofpoint Protection Server 6.0.2 All All All
Proofpoint Protection Server 6.1.1 All All All
Proofpoint Protection Server 6.2.0 All All All
Proofpoint Protection Server 553 All All All
Proofpoint Protection Server 554 All All All
Proofpoint Protection Server 555 All All All
Proofpoint Protection Server 6.0.2 All All All
Proofpoint Protection Server 6.1.1 All All All
Proofpoint Protection Server 6.2.0 All All All
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US-CERT Vulnerability Note VU#790980 - Proofpoint Protection Server contains multiple vulnerabilities CERT-VN  www.kb.cert.org

CSS11-01: Proofpoint Protection Server Multiple Vulnerabilities (VU#790980) MISC www.clearskies.net
Proofpoint CTS - Login MISC support.proofpoint.con
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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