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CVE CVE-2011-1913
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-22 10:55:00 UTC
Updated 2017-08-17 01:34:00 UTC
Description SQL injection vulnerability in the login form in the web interface in Mercator SENTINEL 2.0 allows remote attackers to execi
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mercator Sentinel 2.0 All All All
Application Mercator Sentinel 2.0 All All All
Reference

IBM X-Force Exchange

Mercator Sentinel CVE-2011-1913 SQL Injection Vulnerability

Security Advisory SA46014 - Mercator Sentinel SQL Injection Vulnerability - Secunia

US-CERT Vulnerability Note VU#122142 - Mercator SENTINEL SQL injection allows authentication bypass

CERT-NPS:2011:005 Vulnérabilité Potentielle dans la solution de gestion de la sécurité opérationnelle des compagnies aériennes « Sentinel,
CERT-NPS:2011:005 — Escalade vers US-CERT.gov « CERT-NETPEAS

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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