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CVE CVE-2011-1921
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-06 19:55:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description The mod_dav_svn module for the Apache HTTP Server, as distributed in Apache Subversion 1.5.x and 1.6.x before 1.6.17,

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Subversion 1.5.0 All All All


https://cve.report/
https://cve.report/CVE-2011-1921/mitre
https://cve.report/CVE-2011-1921/nist
https://cve.report/CVE-2011-1921/cve_org
https://cve.report/api/cve/CVE-2011-1921.json
https://cve.report/CVE-2011-1921.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/subversion

Application Apache Subversion 1.5.1 All All All
Application Apache Subversion 1.5.2 All All All
Application Apache Subversion 1.5.3 All All All
Application Apache Subversion 1.5.4 All All All
Application Apache Subversion 1.5.5 All All All
Application Apache Subversion 1.5.6 All All All
Application Apache Subversion 1.5.7 All All All
Application Apache Subversion 1.5.8 All All All
Application Apache Subversion 1.6.0 All All All
Application Apache Subversion 1.6.1 All All All
Application Apache Subversion 1.6.10 All All All
Application Apache Subversion 1.6.11 All All All
Application Apache Subversion 1.6.12 All All All
Application Apache Subversion 1.6.13 All All All
Application Apache Subversion 1.6.14 All All All
Application Apache Subversion 1.6.15 All All All
Application Apache Subversion 1.6.16 All All All
Application Apache Subversion 1.6.2 All All All
Application Apache Subversion 1.6.3 All All All
Application Apache Subversion 1.6.4 All All All
Application Apache Subversion 1.6.5 All All All
Application Apache Subversion 1.6.6 All All All
Application Apache Subversion 1.6.7 All All All
Application Apache Subversion 1.6.8 All All All
Application Apache Subversion 1.6.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

709114 — (CVE-2011-1921) CVE-2011-1921 subversion (mod_dav_svn): File contents disclosure of files configured to be unreadable by thos¢
svn.apache.org/repos/asf/subversion/tags/1.6.17/CHANGES
Red Hat update for subversion - Secunia.com

Subversion mod_dav_svn May Disclose Unreadable Files to Remote Users in Certain Cases - Security Tracker
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http://secunia.com/advisories/44888
http://www.securitytracker.com/id?1025619
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Debian -- Security Information -- DSA-2251-1 subversion

USN-1144-1: Subversion vulnerabilities | Ubuntu

Subversion 'mod_dav_svn' Multiple Denial of Service and Information Disclosure Vulnerabilities
Support / Security / Advisories // MDVSA-2011:106 | Mandriva

Apache Subversion mod_dav_svn Two Denial of Service Vulnerabilities - Secunia.com
Ubuntu update for subversion - Secunia.com

Support

APPLE-SA-2012-02-01-1 OS X Lion v10.7.3 and Security Update 2012-001
subversion.apache.org/security/ CVE-2011-1921-advisory.txt

[SECURITY] Fedora 15 Update: subversion-1.6.17-1.fc15

Debian update for subversion - Advisories - Community

IBM X-Force Exchange

Fedora update for subversion - Secunia.com

Repository / Oval Repository

[SECURITY] Fedora 14 Update: subversion-1.6.17-1.fc14

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://support.apple.com/kb/HT5130
http://www.debian.org/security/2011/dsa-2251
http://www.ubuntu.com/usn/USN-1144-1
http://www.securityfocus.com/bid/48091
http://www.mandriva.com/security/advisories?name=MDVSA-2011:106
http://secunia.com/advisories/44681
http://secunia.com/advisories/44849
http://www.redhat.com/support/errata/RHSA-2011-0862.html
http://lists.apple.com/archives/security-announce/2012/Feb/msg00000.html
http://subversion.apache.org/security/CVE-2011-1921-advisory.txt
http://lists.fedoraproject.org/pipermail/package-announce/2011-June/061913.html
http://secunia.com/advisories/44633
https://exchange.xforce.ibmcloud.com/vulnerabilities/67804
http://secunia.com/advisories/45162
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18999
http://lists.fedoraproject.org/pipermail/package-announce/2011-July/062211.html
https://www.cve.org/CVERecord?id=CVE-2011-1921
https://nvd.nist.gov/vuln/detail/CVE-2011-1921
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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