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Summary

CVE CVE-2011-1928

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-24 23:55:00 UTC

Updated 2023-11-07 02:07:00 UTC

Description The fnmatch implementation in apr_fnmatch.c in the Apache Portable Runtime (APR) library 1.4.3 and 1.4.4, and the Apache HTTP Server 2.2.18, allows remote attackers to cause a denial of service (infinite loop) via a URI that does not match unspecified types of wildcard patterns, as demonstrated by attacks against mod_autoindex in httpd when a /*/WEB-INF/ configuration pattern is used. NOTE: this issue exists because of an incorrect fix for CVE-2011-0419.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Apr-util 1.4.3 All All All

Application Apache Apr-util 1.4.4 All All All

Application Apache Apr-util 1.4.3 All All All

Application Apache Apr-util 1.4.4 All All All

Application Apache Http Server 2.2.18 All All All

Application Apache Http Server 2.2.18 All All All
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Debian update for apr - Secunia.com SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2011:095 | Mandriva MANDRIVA www.mandriva.com

[Announce] Regressions in httpd 2.2.18, apr 1.4.4, and apr-util 1.3.11 MISC mail-archives.apache.org

About Secunia Research | Flexera SECUNIA secunia.com

Support REDHAT www.redhat.com
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'[security bulletin] HPSBOV02822 SSRT100966 rev.1 - HP Secure Web Server (SWS) for OpenVMS, Remote De' - MARC HP marc.info
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oss-security - Re: CVE request: DoS in apr due to CVE-2011-0419 fix MLIST openwall.com

[Announce] Regressions in httpd 2.2.18, apr 1.4.4, and apr-util 1.3.11 MLIST mail-archives.apache.org

oss-security - CVE request: DoS in apr due to CVE-2011-0419 fix MLIST openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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