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Summary

CVE CVE-2011-1929

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-24 23:55:00 UTC

Updated 2017-08-17 01:34:00 UTC

Description lib-mail/message-header-parser.c in Dovecot 1.2.x before 1.2.17 and 2.0.x before 2.0.13 does not properly handle '\0' characters in header names, which allows remote attackers to cause a denial of service (daemon crash or mailbox corruption) via a crafted e-mail message.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dovecot Dovecot 1.2.0 All All All

Application Dovecot Dovecot 1.2.1 All All All

Application Dovecot Dovecot 1.2.10 All All All

Application Dovecot Dovecot 1.2.11 All All All

Application Dovecot Dovecot 1.2.12 All All All

Application Dovecot Dovecot 1.2.13 All All All

Application Dovecot Dovecot 1.2.14 All All All

Application Dovecot Dovecot 1.2.15 All All All

Application Dovecot Dovecot 1.2.16 All All All

Application Dovecot Dovecot 1.2.2 All All All

Application Dovecot Dovecot 1.2.3 All All All

Application Dovecot Dovecot 1.2.4 All All All

Application Dovecot Dovecot 1.2.5 All All All

Application Dovecot Dovecot 1.2.6 All All All

Application Dovecot Dovecot 1.2.7 All All All

Application Dovecot Dovecot 1.2.8 All All All

Application Dovecot Dovecot 1.2.9 All All All
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Application Dovecot Dovecot 1.2.9 All All All

Application Dovecot Dovecot 2.0 beta1 All All

Application Dovecot Dovecot 2.0.0 All All All

Application Dovecot Dovecot 2.0.1 All All All

Application Dovecot Dovecot 2.0.10 All All All

Application Dovecot Dovecot 2.0.11 All All All

Application Dovecot Dovecot 2.0.12 All All All

Application Dovecot Dovecot 2.0.2 All All All

Application Dovecot Dovecot 2.0.3 All All All

Application Dovecot Dovecot 2.0.4 All All All

Application Dovecot Dovecot 2.0.5 All All All

Application Dovecot Dovecot 2.0.6 All All All

Application Dovecot Dovecot 2.0.7 All All All

Application Dovecot Dovecot 2.0.8 All All All

Application Dovecot Dovecot 2.0.9 All All All

Application Dovecot Dovecot 1.2.0 All All All

Application Dovecot Dovecot 1.2.1 All All All

Application Dovecot Dovecot 1.2.10 All All All

Application Dovecot Dovecot 1.2.11 All All All

Application Dovecot Dovecot 1.2.12 All All All

Application Dovecot Dovecot 1.2.13 All All All

Application Dovecot Dovecot 1.2.14 All All All

Application Dovecot Dovecot 1.2.15 All All All

Application Dovecot Dovecot 1.2.16 All All All

Application Dovecot Dovecot 1.2.2 All All All

Application Dovecot Dovecot 1.2.3 All All All

Application Dovecot Dovecot 1.2.4 All All All

Application Dovecot Dovecot 1.2.5 All All All

Application Dovecot Dovecot 1.2.6 All All All

Application Dovecot Dovecot 1.2.7 All All All

Application Dovecot Dovecot 1.2.8 All All All

Application Dovecot Dovecot 1.2.9 All All All

Application Dovecot Dovecot 2.0 beta1 All All

Application Dovecot Dovecot 2.0.0 All All All

Application Dovecot Dovecot 2.0.1 All All All

Application Dovecot Dovecot 2.0.10 All All All
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Application Dovecot Dovecot 2.0.11 All All All

Application Dovecot Dovecot 2.0.12 All All All

Application Dovecot Dovecot 2.0.2 All All All

Application Dovecot Dovecot 2.0.3 All All All

Application Dovecot Dovecot 2.0.4 All All All

Application Dovecot Dovecot 2.0.5 All All All

Application Dovecot Dovecot 2.0.6 All All All

Application Dovecot Dovecot 2.0.7 All All All

Application Dovecot Dovecot 2.0.8 All All All

Application Dovecot Dovecot 2.0.9 All All All

References

Reference Source

Dovecot Header Name NULL Character Denial of Service Vulnerability BID

oss-security - Dovecot releases MLIST

USN-1143-1: Dovecot vulnerability | Ubuntu UBUNTU

IBM X-Force Exchange XF

dovecot-1.1: changeset 8371:3698dfe0f21c CONFIRM

Ubuntu update for dovecot - Secunia.com SECUNIA

openSUSE-SU-2011:0540 SUSE

SUSE update for dovecot - Secunia.com SECUNIA

Support REDHAT

Dovecot Mail Header Parsing Denial of Service Vulnerability - Secunia.com SECUNIA

Debian -- Security Information -- DSA-2252-1 dovecot DEBIAN

www.dovecot.org/doc/NEWS-2.0 CONFIRM

Fedora update for dovecot - Secunia.com SECUNIA

[SECURITY] Fedora 15 Update: dovecot-2.0.13-1.fc15 FEDORA

www.dovecot.org/doc/NEWS-1.2 CONFIRM

72495 OSVDB

Support / Security / Advisories / / MDVSA-2011:101 | Mandriva MANDRIVA

oss-security - Re: Dovecot releases MLIST

Security Advisory SA44827 - Debian update for dovecot - Secunia SECUNIA

706286 – (CVE-2011-1929) CVE-2011-1929 dovecot: potential crash when parsing header names that contain NUL characters CONFIRM

[Dovecot] v2.0.13 released MLIST

[Dovecot] v1.2.17 released MLIST

[SECURITY] Fedora 14 Update: dovecot-2.0.13-1.fc14 FEDORA
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oss-security - Re: Dovecot releases MLIST

[SECURITY] Fedora 13 Update: dovecot-1.2.17-1.fc13 FEDORA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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