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Cross-site scripting (XSS) vulnerability in Webmin 1.540 and earlier allows local users to inject arbitrary web script or HTML

Risk And Classification

1|

Problem Types: CWE-79
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Security Tracker: Webmin Unescaped Full Name Value Permits Cross-Site Scripting Attacks
Webmin 1.540 XSS privilege escalation - CXSecurity.com

XSS in Webmin 1.540 + exploit for privilege escalation (CVE-2011-1937)

oss-security - CVE Request: Webmin Local Privilege Escalation Vulnerability

oss-security - Re: CVE Request: Webmin Local Privilege Escalation Vulnerability

Support / Security / Advisories / / MDVSA-2011:109 | Mandriva

SecurityFocus

XSS in Webmin 1.540 + exploit for privilege escalation - YouTube

Fix possible XSS attack due to user's real name not being escaped - webmin/webmin@46e3d3a - GitHub
Webmin 'useradmin/index.cgi' Local Privilege Escalation Vulnerability

CVE Program record

NVD vulnerability detail

/

Source

SECTRACK

SREASON

MISC

MLIST

MLIST

MANDRIVA
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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