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Summary

CVE CVE-2011-1950

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-06 19:55:00 UTC

Updated 2018-10-09 19:32:00 UTC

Description plone.app.users in Plone 4.0 and 4.1 allows remote authenticated users to modify the properties of arbitrary accounts via unspecified vectors, as exploited in the wild in June 2011.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Plone Plone 4.0 All All All

Application Plone Plone 4.1 All All All

Application Plone Plone 4.0 All All All

Application Plone Plone 4.1 All All All

References

Reference

Plone Multiple Security Vulnerabilities

IBM X-Force Exchange

72729

About Secunia Research | Flexera

SecurityFocus

Plone XSS and permission errors - SecurityReason.com

Security vulnerability announcement: CVE-2011-1950 – An escalation of privileges attack — Plone CMS: Open Source Content Management

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2011-1950/mitre
https://cve.report/CVE-2011-1950/nist
https://cve.report/CVE-2011-1950/cve_org
https://cve.report/api/cve/CVE-2011-1950.json
https://cve.report/CVE-2011-1950.pdf
http://cve.report/vendor/plone
http://cve.report/software/plone/plone
http://cve.report/vendor/plone
http://cve.report/software/plone/plone
http://cve.report/vendor/plone
http://cve.report/software/plone/plone
http://cve.report/vendor/plone
http://cve.report/software/plone/plone
http://www.securityfocus.com/bid/48005
https://exchange.xforce.ibmcloud.com/vulnerabilities/67695
http://osvdb.org/72729
http://secunia.com/advisories/44775
http://www.securityfocus.com/archive/1/518155/100/0/threaded
http://securityreason.com/securityalert/8269
http://plone.org/products/plone/security/advisories/CVE-2011-1950
https://www.cve.org/CVERecord?id=CVE-2011-1950
https://nvd.nist.gov/vuln/detail/CVE-2011-1950


No vendor comments have been submitted for this CVE.
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