CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-1958

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-1958

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-06-06 19:55:00 UTC

2023-02-13 04:30:00 UTC

Wireshark 1.2.x before 1.2.17 and 1.4.x before 1.4.7 allows user-assisted remote attackers to cause a denial of service (NL

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 1.2 All All All
Wireshark Wireshark 1.2.0 All All All
Wireshark Wireshark 1.21 All All All
Wireshark Wireshark 1.2.10 All All All
Wireshark Wireshark 1.2.11 All All All
Wireshark Wireshark 1.2.12 All All All
Wireshark Wireshark 1.2.13 All All All
Wireshark Wireshark 1.2.14 All All All
Wireshark Wireshark 1.2.15 All All All
Wireshark Wireshark 1.2.16 All All All
Wireshark Wireshark 1.2.2 All All All
Wireshark Wireshark 1.2.3 All All All
Wireshark Wireshark 1.2.4 All All All
Wireshark Wireshark 1.25 All All All
Wireshark Wireshark 1.2.6 All All All
Wireshark Wireshark 1.2.7 All All All
Wireshark Wireshark 1.2.8 All All All
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Application Wireshark Wireshark 1.2.9 All All All
Application Wireshark Wireshark 1.4.0 All All All
Application Wireshark Wireshark 1.41 All All All
Application Wireshark Wireshark 1.4.2 All All All
Application Wireshark Wireshark 1.4.3 All All All
Application Wireshark Wireshark 1.4.4 All All All
Application Wireshark Wireshark 1.45 All All All
Application Wireshark Wireshark 1.4.6 All All All
Application Wireshark Wireshark 1.2 All All All
Application Wireshark Wireshark 1.2.0 All All All
Application Wireshark Wireshark 1.2.1 All All All
Application Wireshark Wireshark 1.2.10 All All All
Application Wireshark Wireshark 1.2.11 All All All
Application Wireshark Wireshark 1.2.12 All All All
Application Wireshark Wireshark 1.2.13 All All All
Application Wireshark Wireshark 1.2.14 All All All
Application Wireshark Wireshark 1.2.15 All All All
Application Wireshark Wireshark 1.2.16 All All All
Application Wireshark Wireshark 1.2.2 All All All
Application Wireshark Wireshark 1.2.3 All All All
Application Wireshark Wireshark 1.2.4 All All All
Application Wireshark Wireshark 1.25 All All All
Application Wireshark Wireshark 1.2.6 All All All
Application Wireshark Wireshark 1.2.7 All All All
Application Wireshark Wireshark 1.2.8 All All All
Application Wireshark Wireshark 1.2.9 All All All
Application Wireshark Wireshark 1.4.0 All All All
Application Wireshark Wireshark 1.4.1 All All All
Application Wireshark Wireshark 1.4.2 All All All
Application Wireshark Wireshark 143 All All All
Application Wireshark Wireshark 1.4.4 All All All
Application Wireshark Wireshark 145 All All All
Application Wireshark Wireshark 1.4.6 All All All
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Heterence

Security Alerts - Secunia

Fedora update for wireshark - Secunia.com

Repository / Oval Repository

[SECURITY] Fedora 13 Update: wireshark-1.2.17-1.fc13

Wireshark - wnpa-sec-2011-07

Red Hat Customer Portal

Wireshark - wnpa-sec-2011-08

oss-security - Re: CVE request for Wireshark 1.4.6/1.2.16 Multiple DoS issues
[SECURITY] Fedora 14 Update: wireshark-1.4.7-1.fc14

[SECURITY] Fedora 15 Update: wireshark-1.4.7-1.fc15

Red Hat Customer Portal

IBM X-Force Exchange

Wireshark Versions Prior to 1.4.7/1.2.17 Multiple Denial of Service Vulnerabilities
Debian update for wireshark - Secunia.com

CVE-2011-1958 - Red Hat Customer Portal

710184 — (CVE-2011-1958) CVE-2011-1958 wireshark (64bit): NULL pointer dereference by processing of a corrupted Diameter dictionary file
oss-security - CVE request for Wireshark 1.4.6/1.2.16 Multiple DoS issues
oss-security - Re: CVE request for Wireshark 1.4.6/1.2.16 Multiple DoS issues
Wireshark Multiple Denial of Service Vulnerabilities - Secunia.com

Debian -- Security Information -- DSA-2274-1 wireshark

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
4] H 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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