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Summary

CVE CVE-2011-2039

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-02 19:55:00 UTC

Updated 2017-08-29 01:29:00 UTC

Description The helper application in Cisco AnyConnect Secure Mobility Client (formerly AnyConnect VPN Client) before 2.3.185 on Windows, and on Windows Mobile, downloads a client executable file (vpndownloader.exe) without verifying its authenticity, which allows remote attackers to execute arbitrary code via the url property to a certain ActiveX control in vpnweb.ocx, aka Bug ID CSCsy00904.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Anyconnect Secure Mobility Client 2.0 All All All

Application Cisco Anyconnect Secure Mobility Client 2.1 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.128 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.133 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.136 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.140 All All All

Application Cisco Anyconnect Secure Mobility Client 2.0 All All All

Application Cisco Anyconnect Secure Mobility Client 2.1 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.128 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.133 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.136 All All All

Application Cisco Anyconnect Secure Mobility Client 2.2.140 All All All

Application Cisco Anyconnect Secure Mobility Client All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All
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Operating System Microsoft Windows All All All All

Operating System Microsoft Windows Mobile All All All All

Operating System Microsoft Windows Mobile All All All All

References

Reference

IBM X-Force Exchange

Cisco AnyConnect Secure Mobility Client Lets Remote Users Execute Arbitrary Code and Local Users Gain Elevated Privileges - SecurityTracker

20110601 Cisco AnyConnect VPN Client Arbitrary Program Execution Vulnerability

Cisco Systems - Redirect to

Cisco AnyConnect VPN Client ActiveX URL Property Download and Execute - SecurityReason.com

72714

US-CERT Vulnerability Note VU#490097 - Cisco AnyConnect SSL VPN arbitrary code execution

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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