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/

CVE-2011-2041

PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback

2011-06-02 20:55:00 UTC

2011-09-07 03:16:00 UTC

The Start Before Logon (SBL) functionality in Cisco AnyConnect Secure Mobility Client (formerly AnyConnect VPN Client) k

Risk And Classification
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Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client
Anyconnect Secure Mobility Client

Anyconnect Secure Mobility Client

Version

2.0

21

2.2

2.2.128

2.2.133

2.2.136

2.2.140

2.3

2.3.185

2.0

21

2.2

2.2.128

2.2.133

2.2.136

2.2.140

2.3

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2011-2041/mitre
https://cve.report/CVE-2011-2041/nist
https://cve.report/CVE-2011-2041/cve_org
https://cve.report/CVE-2011-2041.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/anyconnect_secure_mobility_client

Application Cisco Anyconnect Secure Mobility Client 2.3.185 All All All
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Reference

Cisco AnyConnect Secure Mobility Client Lets Remote Users Execute Arbitrary Code and Local Users Gain Elevated Privileges - SecurityTrac
Cisco Systems - Redirect to

Cisco AnyConnect Secure Mobility Client Local Privilege Escalation Vulnerability

72716

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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