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CVE-2011-2060

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUAGUAUNCNINAC Certain versions of 5500 Series Adaptive Security Appliance from
’ Cisco contain the following vulnerability:

The platform-sw component on Cisco Adaptive Security Appliances
(ASA) 5500 series devices with software 8.2 before 8.2(5.3), 8.3 before
8.3(2.20), and 8.4 before 8.4(2.1) does not properly handle non-ASCI|
characters in an interface description, which allows local users to cause
a denial of service (reload without configuration) via a crafted
description, aka Bug ID CSCtg50523.

CVE-2011-2060 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NON |

CVE References

Description Tags Link
Release Notes for the Cisco ASA 5500 e CONFIRM
Series, 8.4(x) [Cisco ASA 5500 Series www.cisco.com/en/US/docs/security/asa/asa84/release/notes/asarn84.html
Adaptive Security Appliances] - Cisco
Systems

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware & A Cisco 5500 Series Adaptive Security Appliance All All All All
Hardware & A Cisco 5500 Series Adaptive Security Appliance All All All All
Application Cisco Adaptive Security Appliance Software 7.0 All All All
Application Cisco Adaptive Security Appliance Software 7.0(0) All All All
Application Cisco Adaptive Security Appliance Software 7.0(1) All All All
Application Cisco Adaptive Security Appliance Software 7.0(2) All All All
Application Cisco Adaptive Security Appliance Software 7.0(4) All All All
Application Cisco Adaptive Security Appliance Software 7.0(5) All All All
Application Cisco Adaptive Security Appliance Software 7.0(5.2) All All All
Application Cisco Adaptive Security Appliance Software 7.0(6) All All All
Application Cisco Adaptive Security Appliance Software 7.0(6.7) All All All
Application Cisco Adaptive Security Appliance Software 7.0(7) All All All
Application Cisco Adaptive Security Appliance Software 7.0(8) All All All
Application Cisco Adaptive Security Appliance Software 7.0.1 All All All
Application Cisco Adaptive Security Appliance Software 7.0.1.4 All All All
Application Cisco Adaptive Security Appliance Software 7.0.2 All All All
Application Cisco Adaptive Security Appliance Software 7.0.4 All All All
Application Cisco Adaptive Security Appliance Software 7.0.4.3 All All All
Application Cisco Adaptive Security Appliance Software 7.0.5 All All All
Application Cisco Adaptive Security Appliance Software 7.0.6 All All All
Application Cisco Adaptive Security Appliance Software 7.0.7 All All All
Application Cisco Adaptive Security Appliance Software 7.0.8 All All All
Application Cisco Adaptive Security Appliance Software 7.0.8 interim All All
Application Cisco Adaptive Security Appliance Software 7.0\(0\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(1Y) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(2\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(4\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(5.2)) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(5) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(6.7\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(6\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(7\) All All All
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Adaptive Security Appliance Software

dkakak Lk ak kK k,

cpe:2.3:h:cisco:5500_series_adaptive_security_appliance:*:*:*:*:*:*:*:*:

dkkakokakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0(1):*:*:*:**:*:*:

Skk Kk uk ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0(2):*:*:*:*:*:*:*:
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8.0.5
8.0\(2)
8.0\(3\)
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dkukakak ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0(7):*:

Sk ok ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0(8):*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:**:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.3:***:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5::*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:%:*:* %"

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

dkkakokakakk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2:*:*:*:*:*:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1:%:*:* "™

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:%:*:*:*:*:*:":

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:%:":*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:*:**:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:%:*:*:*:*:*:*:



dkakak ok ak Rk,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

Sk ok akakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0(2):*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:%:*:*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:%:*:*:*:*:*:*:

Skuk ok kakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2(2):*:*:*:*:*:*:*:

Skuk ok ukkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2(3):*:*:*:*:*:*:*:

Skk Lk kakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2(4):*:*:*:*:*:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:*:*:*:*:*:*:*:

Lkk ok akkak,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:interim:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.5:*:*:*:*:*:*:*:

Skuk ok kkakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.5(1):*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1:%:*:*

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1.4:*:* " ™

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.2:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4.3:*:* " :*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.5:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8:*:*:***:*:*:

Sk ok akakak ok,

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8:interim:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.1:%:" "

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2:%:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.3:%:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.4:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5:%:*:*:**:*:*:

AkkLk ok akuk k.

cpe:2.3:0:cisco:adaptive security appliance software:7.2\(1\):*:*:*:*:*:*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3:%:*:*:*:*:*:™:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.4:%:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5:%:*:*:**:*:*:

dkkak ok akakuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.1:%:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.2:%:*:*:**:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:%:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:%:*:* %"

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:*:**:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:%:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:%:":*

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

dkkakukakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:interim:*:*:*:*:*:*:

AnAD Qiacnicnnradantiva eannivihs annlinnan enfhiaara:7 NVID\ Fokakokokok ok,



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1:*:*:**:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1:*:*:***:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:*:*:**:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:* %"

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:%:*:* "



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:%:*:*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:%:*:*:*:*:*:*:

ARk Lk kLR kK,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.4\(1\):*:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE
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