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CVE-2011-2095

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Acrobat from Adobe contain the following
’ vulnerability:

Buffer overflow in Adobe Reader and Acrobat 8.x before 8.3, 9.x before
9.4.5, and 10.x before 10.1 on Windows and Mac OS X allows
attackers to execute arbitrary code via unspecified vectors, a different
vulnerability than CVE-2011-2094 and CVE-2011-2097.

CVE-2011-2095 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[ NN
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Adobe - Security Bulletins: APSB11-16 - Prenotification = J.\ CONFIRM
Security Advisory for Adobe Reader and Acrobat www.adobe.com/support/security/bulletins/apsb11-
16t
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:13983

Adobe Acrobat/Reader Multiple Bugs Let Remote Users ™) SECTRACK 1025658
Bypass Security, Deny Service, and Execute Arbitrary Code

- SecurityTracker
US-CERT Technical Cyber Security Alert TA11-166A -- CERT TA11-166A
Adobe Updates for Multiple Vulnerabilities
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https://cve.report/
https://cve.report/CVE-2011-2095/mitre
https://cve.report/CVE-2011-2095/nist
https://cve.report/CVE-2011-2095/cve_org
https://cve.report/CVE-2011-2095.pdf
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.adobe.com/support/security/bulletins/apsb11-16.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A13983
http://www.securitytracker.com/id?1025658
http://www.us-cert.gov/cas/techalerts/TA11-166A.html
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Acrobat 10.0 All All All
Application Adobe Acrobat 10.0.1 All All All
Application Adobe Acrobat 10.0.2 All All All
Application Adobe Acrobat 10.0.3 All All All
Application Adobe Acrobat 8.0 All All All
Application Adobe Acrobat 8.1 All All All
Application Adobe Acrobat 8.1.1 All All All
Application Adobe Acrobat 8.1.2 All All All
Application Adobe Acrobat 8.1.3 All All All
Application Adobe Acrobat 8.1.4 All All All
Application Adobe Acrobat 8.1.5 All All All
Application Adobe Acrobat 8.1.6 All All All
Application Adobe Acrobat 8.1.7 All All All
Application Adobe Acrobat 8.2 All All All
Application Adobe Acrobat 8.2.1 All All All
Application Adobe Acrobat 8.2.2 All All All
Application Adobe Acrobat 8.2.3 All All All
Application Adobe Acrobat 8.2.4 All All All
Application Adobe Acrobat 8.2.5 All All All
Application Adobe Acrobat 8.2.6 All All All
Application Adobe Acrobat 9.0 All All All
Application Adobe Acrobat 9.1 All All All
Application Adobe Acrobat 9.1.1 All All All
Application Adobe Acrobat 9.1.2 All All All
Application Adobe Acrobat 9.1.3 All All All
Application Adobe Acrobat 9.2 All All All
Application Adobe Acrobat 9.3 All All All

Application Adobe Acrobat 9.3.1 All All All
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cpe:2.3:a:adobe:acrobat:10.0

dkkakk ok akuk.

cpe:2.3:a:adobe:acrobat:10.0.1:*:* %
cpe:2.3:a:adobe:acrobat:10.0.2:*:*: "
cpe:2.3:a:adobe:acrobat:10.0.3:*:*: "
cpe:2.3:a:adobe:acrobat:8.0:*:*:*:***::
cpe:2.3:a:adobe:acrobat:8.1:*:*:****::
cpe:2.3:a:adobe:acrobat:8.1.1:
cpe:2.3:a:adobe:acrobat:8.1.2:*
cpe:2.3:a:adobe:acrobat:8.1.3:
cpe:2.3:a:adobe:acrobat:8.1.4:
cpe:2.3:a:adobe:acrobat:8.1.5:*
cpe:2.3:a:adobe:acrobat:8.1.6:*:***
cpe:2.3:a:adobe:acrobat:8.1.7:****
cpe:2.3:a:adobe:acrobat:8.2:*:** " ¥ * "
cpe:2.3:a:adobe:acrobat:8.2.1:**** %

cpe:2.3:a:adobe:acrobat:8.2.2:%:* "

cpe:2.3:a:adobe:acrobat:8.2.3:%:*:* "
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cpe:2.3:a:adobe:acrobat:8.2.4: %"
cpe:2.3:a:adobe:acrobat:8.2.5:%:*:* "
cpe:2.3:a:adobe:acrobat:8.2.6:*:*:*: "
cpe:2.3:a:adobe:acrobat:9.0:*:": "
cpe:2.3:a:adobe:acrobat:9.1: "
cpe:2.3:a:adobe:acrobat:9.1.1:% " "
cpe:2.3:a:adobe:acrobat:9.1.2:*:*:****:*:
cpe:2.3:a:adobe:acrobat:9.1.3:":*
cpe:2.3:a:adobe:acrobat:9.2:*:*: "
cpe:2.3:a:adobe:acrobat:9.3:*:*: "
cpe:2.3:a:adobe:acrobat:9.3.1: """
cpe:2.3:a:adobe:acrobat:9.3.2:*:*
cpe:2.3:a:adobe:acrobat:9.3.3:
cpe:2.3:a:adobe:acrobat:9.3.4:
cpe:2.3:a:adobe:acrobat:9.4:*:*:* ¥
cpe:2.3:a:adobe:acrobat:9.4.1:*:*****:*:
cpe:2.3:a:adobe:acrobat:9.4.2:*:*
cpe:2.3:a:adobe:acrobat:9.4.3: ¥
cpe:2.3:a:adobe:acrobat:9.4.4:
cpe:2.3:a:adobe:acrobat:10.0:: "
cpe:2.3:a:adobe:acrobat:10.0.1: ™
cpe:2.3:a:adobe:acrobat:10.0.2:*:**:***:*:
cpe:2.3:a:adobe:acrobat:10.0.3: 7 :*:
cpe:2.3:a:adobe:acrobat:8.0:*:*:* "% *:
cpe:2.3:a:adobe:acrobat:8.1:* " *:*:
cpe:2.3:a:adobe:acrobat:8.1. 1
cpe:2.3:a:adobe:acrobat:8.1.2:% """

cpe:2.3:a:adobe:acrobat:8.1.3:%:* "

cpe:2.3:a:adobe:acrobat:8.1.4:**:**:***:



cpe:2.3:a:adobe:acrobat:8.1.5:%:*:* "

cpe:2.3:a:adobe:acrobat:8.1.6:":* "

cpe:2.3:a:adobe:acrobat:8.1.7:% "

cpe:2.3:a:adobe:acrobat:8.2:%:*: "

cpe:2.3:a:adobe:acrobat:8.2.1:%:* "

cpe:2.3:a:adobe:acrobat:8.2.2:%:* "

cpe:2.3:a:adobe:acrobat:8.2.3:%:

cpe:2.3:a:adobe:acrobat:8.2.4:":*

cpe:2.3:a:adobe:acrobat:8.2.5:*:*

cpe:2.3:a:adobe:acrobat:8.2.6:*:* "
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cpe:2.3:a:adobe:acrobat:9.0:*:*: "

cpe:2.3:a:adobe:acrobat:9.1:*: "

cpe:2.3:a:adobe:acrobat:9.1.1:*:*

cpe:2.3:a:adobe:acrobat:9.1.2:*:*****:*:

cpe:2.3:a:adobe:acrobat:9.1.3:*:*****:*:

kKKK kKK,

cpe:2.3:a:adobe:acrobat:9.2:*:*:* ¥ *::

cpe:2.3:a:adobe:acrobat:9.3:*:*:* ¥

cpe:2.3:a:adobe:acrobat:9.3.1:*

cpe:2.3:a:adobe:acrobat:9.3.2:*

cpe:2.3:a:adobe:acrobat:9.3.3:

cpe:2.3:a:adobe:acrobat:9.3.4:*

cpe:2.3:a:adobe:acrobat:9.4:*** " * "

cpe:2.3:a:adobe:acrobat:9.4.1:*

cpe:2.3:a:adobe:acrobat:9.4.2:**

cpe:2.3:a:adobe:acrobat:9.4.3:**

cpe:2.3:a:adobe:acrobat:9.4.4:*****

cpe:2.3:a:adobe:acrobat_reader:10.0:*:":"

cpe:2.3:a:adobe:acrobat_reader:10.0.1:%:*:*:* "



cpe:2.3:a:adobe:acrobat_reader:10.0.2:%:*:*:*:*:*:":

cpe:2.3:a:adobe:acrobat_reader:10.0.3:%:*:*:*:*:*:":

cpe:2.3:a:adobe:acrobat_reader:8.0:*:*: """

cpe:2.3:a:adobe:acrobat_reader:8.1:*: """

cpe:2.3:a:adobe:acrobat_reader:8.1.1:%:" " "

cpe:2.3:a:adobe:acrobat_reader:8.1.2:%:":*

cpe:2.3:a:adobe:acrobat_reader:8.1.3:%:":*

cpe:2.3:a:adobe:acrobat_reader:8.1.4:%:":*

cpe:2.3:a:adobe:acrobat_reader:8.1.5:%:":*

cpe:2.3:a:adobe:acrobat_reader:8.1.6:%:":*:*:*:*:*:

cpe:2.3:a:adobe:acrobat_reader:8.1.7:%:" "
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cpe:2.3:a:adobe:acrobat_reader:8.2:*:*:*:*:*

cpe:2.3:a:adobe:acrobat_reader:8.2.1:":* "

cpe:2.3:a:adobe:acrobat_reader:8.2.2:%:*:*:***::

cpe:2.3:a:adobe:acrobat_reader:8.2.3:*:*:*

cpe:2.3:a:adobe:acrobat_reader:8.2.4:*:*:*

cpe:2.3:a:adobe:acrobat_reader:8.2.6:*:*:*

cpe:2.3:a:adobe:acrobat_reader:9.0:*:*:*:**
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cpe:2.3:a:adobe:acrobat_reader:9.1:*:

cpe:2.3:a:adobe:acrobat_reader:9.1.1: "

cpe:2.3:a:adobe:acrobat_reader:9.1.2:***:***:*:

cpe:2.3:a:adobe:acrobat_reader:9.1.3:* " "

cpe:2.3:a:adobe:acrobat_reader:9.2:*:*:* "

ak Kk kR Rk,

cpe:2.3:a:adobe:acrobat_reader:9.3:*:*:* "

cpe:2.3:a:adobe:acrobat_reader:9.3.1:** "

cpe:2.3:a:adobe:acrobat_reader:9.3.2:*:*: " *:*:

cpe:2.3:a:adobe:acrobat_reader:9.3.3:* "

cpe:2.3:a:adobe:acrobat_reader:9.3.4:* "
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cpe:2.3:a:adobe:acrobat_reader:9.4.1:* "

cpe:2.3:a:adobe:acrobat_reader:9.4.2:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.4.3:%:":*

cpe:2.3:a:adobe:acrobat_reader:9.4.4:%:":*

cpe:2.3:a:adobe:acrobat_reader:10.0:*:":"

skakakakakakak.

cpe:2.3:a:adobe:acrobat_reader:10.0.1:%:*:*: "
cpe:2.3:a:adobe:acrobat_reader:10.0.2:%:*:*:*: "
cpe:2.3:a:adobe:acrobat_reader:10.0.3:%:*:*:*:**:*:
cpe:2.3:a:adobe:acrobat_reader:8.0:*:*:*: "
cpe:2.3:a:adobe:acrobat_reader:8.1:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:acrobat_reader:8.1.1:%:*:*
cpe:2.3:a:adobe:acrobat_reader:8.1.2:%:* "
cpe:2.3:a:adobe:acrobat_reader:8.1.3:*:* "
cpe:2.3:a:adobe:acrobat_reader:8.1.4:*:*:****::
cpe:2.3:a:adobe:acrobat_reader:8.1.5:%:*:**:**:*:
cpe:2.3:a:adobe:acrobat_reader:8.1.6:*:*:**:*:*:*:
cpe:2.3:a:adobe:acrobat_reader:8.1.7:%:*:*
cpe:2.3:a:adobe:acrobat_reader:8.2:*:*: "
cpe:2.3:a:adobe:acrobat_reader:8.2.1:*:* "
cpe:2.3:a:adobe:acrobat_reader:8.2.2:*:*: " *:*:
cpe:2.3:a:adobe:acrobat_reader:8.2.3:*:*: " *:*:
cpe:2.3:a:adobe:acrobat_reader:8.2.4:*:*:* " *:*:
cpe:2.3:a:adobe:acrobat_reader:8.2.6:*:*:*:***:*:
cpe:2.3:a:adobe:acrobat_reader:9.0:*:*: %
cpe:2.3:a:adobe:acrobat_reader:9.1:*:*:***:*:*:
cpe:2.3:a:adobe:acrobat_reader:9.1.1:* """

cpe:2.3:a:adobe:acrobat_reader:9.1.2:%:" "™

cpe:2.3:a:adobe:acrobat_reader:9.1.3:% """



cpe:2.3:a:adobe:acrobat_reader:9.2:*: """

cpe:2.3:a:adobe:acrobat_reader:9.3:*: " "

cpe:2.3:a:adobe:acrobat_reader:9.3.1:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.3.2:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.3.3:%:" "

cpe:2.3:a:adobe:acrobat_reader:9.3.4:%:"

cpe:2.3:a:adobe:acrobat_reader:9.4:*: " "

cpe:2.3:a:adobe:acrobat_reader:9.4.1:*:":

cpe:2.3:a:adobe:acrobat_reader:9.4.2:%:":*

cpe:2.3:a:adobe:acrobat_reader:9.4.3:%:":*

cpe:2.3:a:adobe:acrobat_reader:9.4.4:%:*:*

cpe:2.3:0:apple:mac_os_x:*:*:

cpe:2.3:0:microsoft:windows:*:*:*:**:**:*:

cpe:2.3:0:microsoft:windows:*:*:*:* %
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