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AVNACLAUNCCICAC Certain versions of Flash Player from Adobe contain the following
’ vulnerability:

Adobe Flash Player before 10.3.181.26 on Windows, Mac OS X, Linux,
and Solaris, and 10.3.185.23 and earlier on Android, allows remote
attackers to execute arbitrary code or cause a denial of service
(memory corruption) via unspecified vectors, as exploited in the wild in
June 2011.

CVE-2011-2110 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE |
Confidentiality Integrity Availability
Impact Impact Impact
Description Tags Link
Red Hat update for flash-plugin - Secunia.com { SECUNIA 44941

{7) SUSE openSUSE-SU-2011:0637
Adobe Flash Player Bug Lets Remote Users Execute %) SECTRACK 1025651
Arbitrary Code - SecurityTracker
About Secunia Research | Flexera [ secunia.com | Y SECUNIA 44964
Adobe - Security Bulletins: APSB11-18 - Security Z J.\ CONFIRM



https://cve.report/
https://cve.report/CVE-2011-2110/mitre
https://cve.report/CVE-2011-2110/nist
https://cve.report/CVE-2011-2110/cve_org
https://cve.report/CVE-2011-2110.pdf
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2011/http://secunia.com/advisories/44941
https://hermes.opensuse.org/messages/8782873
http://www.securitytracker.com/id?1025651
https://cve.report/CVE-2011-2110/53e2942c

update available for Adobe Flash Player

Repository / Oval Repository

IBM X-Force Exchange

US-CERT Technical Cyber Security Alert TA11-166A --
Adobe Updates for Multiple Vulnerabilities

About Secunia Research | Flexera

Google Chrome Flash Player Unspecified Memory
Corruption Vulnerability - Secunia.com
Support

Repository / Oval Repository

SUSE update for flash-player - Secunia.com

Vendor Advisory
www.adobe.com
text/xml

oval.cisecurity.org
text/html

exchange.xforce.ibmcloud.com
text/html

US Government Resource

text/xml

Depreciated Link
text/plain

web.archive.org
text/html

www.redhat.com
text/html

oval.cisecurity.org
text/html

web.archive.org
text/html

www.adobe.com/support/security/bulletins/apsb11-
18.html

() OVAL oval:org.mitre.oval:def:16252

€ XF flash-unspec-code-execution(68029)

ERT TA11-166A

»{ SECUNIA 48308

{ SECUNIA 44950

& REDHAT RHSA-2011:0869

() OVAL oval:org.mitre.oval:def:14091

) SECUNIA 44924

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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System

Operating Sun Sunos All All All All
System

cpe:2.3:a:adobe:flash_player:10.1.92.8: " " *:*:

cpe:2.3:a:adobe:flash_player:10.1.95.1: " "

cpe:2.3:a:adobe:flash_player:10.1.95.2:*:*:*:*:*:*:*:


http://cve.report/vendor/sun
http://cve.report/software/sun/sunos

ARk kR kR k.

cpe:2.3:a:adobe:flash_player:10.2.159.1:*:*:*:***:*:

cpe:2.3:a:adobe:flash_player:7.0:*:*: " *:*:

cpe:2.3:a:adobe:flash_player:7.0.1:*: "

cpe:2.3:a:adobe:flash_player:7.0.14.0:*: "%

cpe:2.3:a:adobe:flash_player:7.0.19.0:*:*:*:*:*:*:*:

Rk koK ak Rk,

cpe:2.3:a:adobe:flash_player:7.0.24.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.53.0:":*: " *:*:

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:7.0.61.0:":*: """

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.67.0:":*: """
cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:":*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.69.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:7.0.70.0:*:*: "
cpe:2.3:a:adobe:flash_player:7.0.73.0:*:":* ™
cpe:2.3:a:adobe:flash_player:7.1:*:* " %
cpe:2.3:a:adobe:flash_player:7.1.1:*:*:* "%

akLk kKKK Lk,

cpe:2.3:a:adobe:flash_player:7.2:%:*:*:*:*:*::

akLk kKK LKLk,

cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*:*:*:*:*:*:

AkLakLk kR LRk,

cpe:2.3:a:adobe:flash_player:8.0.24.0:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:8.0.33.0:":*: " *:*:
cpe:2.3:a:adobe:flash_player:8.0.34.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:*:*:*:*:*:*:*:

ARk kKRR ak,

cpe:2.3:a:adobe:flash_player:8.0.39.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0:*:*:*:*:**:*:
cpe:2.3:a:adobe:flash_player:9.0.112.0:*: """
cpe:2.3:a:adobe:flash_player:9.0.114.0:*: "
cpe:2.3:a:adobe:flash_player:9.0.115.0:*:*****:*:
cpe:2.3:a:adobe:flash_player:9.0.124.0:*:*:**:**:*:
cpe:2.3:a:adobe:flash_player:9.0.125.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.151.0:*: """
cpe:2.3:a:adobe:flash_player:9.0.152.0:*:*:**:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.155.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.159.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*:*:"*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.246.0:*:":**:":*:*:
cpe:2.3:a:adobe:flash_player:9.0.260.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.277.0:"::*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.28.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.31.0:*:":*:*:*:*:*:

ROV Yo WD iy R { PR Sy PRy . N o SV SRS WL



cpe:2.3:a:adobe:flash_player:9.0.47.0:*:* " :*:

cpe:2.3:a:adobe:flash_player:9.0.48.0: " :*:

cpe:2.3:a:adobe:flash_player:9.125.0:*:*: " *:*:

akak kR kR ok,

cpe:2.3:a:adobe:flash_player:10.0.42.34:*:*:***:*:*:

cpe:2.3:a:adobe:flash_player:10.0.45.2:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:10.1.92.8:*:":**:**:*:

ARk LKLk LKLk LK,

cpe:2.3:a:adobe:flash_player:10.1.95. 1% % *:*:

cpe:2.3:a:adobe:flash_player:10.1.95.2:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:adobe:flash_player:10.2.152:%:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:7.0:*:*: " *:*:
cpe:2.3:a:adobe:flash_player:7.0.1:*: "
cpe:2.3:a:adobe:flash_player:7.0.14.0:*: "%

cpe:2.3:a:adobe:flash_player:7.0.19.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.24.0:*:*:*:*:**:*:

cpe:2.3:a:adobe:flash_player:7.0.53.0:":*: " *:*:

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:7.0.61.0:":*: " *:*:*:

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.67.0:":*: "
cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:":*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.69.0:*:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.70.0:%:":*:*:
cpe:2.3:a:adobe:flash_player:7.0.73.0:*:":*
cpe:2.3:a:adobe:flash_player:7.1:*:* " %
cpe:2.3:a:adobe:flash_player:7.1.1:*:*:***:*:*:
cpe:2.3:a:adobe:flash_player:7.2:*:*:*:*:*:*::

akLkLk kKKK,

cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.24.0:*:*: " :*":
cpe:2.3:a:adobe:flash_player:8.0.33.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.34.0: " :*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.39.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.112.0:*: "
cpe:2.3:a:adobe:flash_player:9.0.114.0:* """
cpe:2.3:a:adobe:flash_player:9.0.115.0:*: " :*:*:
cpe:2.3:a:adobe:flash_player:9.0.124.0:*:*:**:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.125.0:*:*: " :*:*:
cpe:2.3:a:adobe:flash_player:9.0.151.0: " "
cpe:2.3:a:adobe:flash_player:9.0.152.0:* " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.155.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.159.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*:*:":*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.246.0:*:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.260.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0:"::*:**:*:*:

dkkak ok akakuk.

cpe:2.3:a:adobe:flash_player:9.0.28:*:*:*:*:*:*:*:

ARk kKK LRk,

cpe:2.3:a:adobe:flash_player:9.0.28.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:*:*:*:*:*:

LRk Lk okakakk.

cpe:2.3:a:adobe:flash_player:9.0.31:*: "



cpe:2.3:a:adobe:flash_player:9.0.31.0:": " ™

cpe:2.3:a:adobe:flash_player:9.0.45.0: " :*:

cpe:2.3:a:adobe:flash_player:9.0.47.0:*: """

cpe:2.3:a:adobe:flash_player:9.0.48.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.125.0:":*: " *:*:

LRk kR kR Rk,

cpe:2.3:a:adobe:flash_player:*:*:*:*:**:*:*:

dkak kR kR kK,

cpe:2.3:0:apple:mac_os_x:*:*** et

dk kR ok ok Rk k.

cpe:2.3:0:apple:mac_os_x:*:*** et

Lkak kR ok ak Rk,

cpe:2.3:0:google:android:*:*:****

dkak kR ok akakk,

cpe:2.3:0:google:android:*:*:* " *

No vendor comments have been submitted for this CVE
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