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CVE-2011-2115

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Shockwave Player from Adobe contain the
’ following vulnerability:

IML32.dll in Adobe Shockwave Player before 11.6.0.626 allows remote
attackers to execute arbitrary code or cause a denial of service
(memory corruption) via a crafted tSAC chunk, which triggers a heap-
based buffer overflow, a different vulnerability than CVE-2011-2111
and CVE-2011-2116.

CVE-2011-2115 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Adobe - Security Bulletin: APSB11-17 - Security Update [ Patch | .\ CONFIRM
Available for Adobe Shockwave Player www.adobe.com/support/security/bulletins/apsb11-
17 htmi
iDefense Security Intelligence Services - Information (D) IDEFENSE 20110614 Adobe Shockwave
Security Services - Verisign Cursor Asset tSAC Chunk Integer Overflow
Vulnerability
US-CERT Technical Cyber Security Alert TA11-166A -- @ CERT TA11-166A
Adobe Updates for Multiple Vulnerabilities
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that



https://cve.report/
https://cve.report/CVE-2011-2115/mitre
https://cve.report/CVE-2011-2115/nist
https://cve.report/CVE-2011-2115/cve_org
https://cve.report/CVE-2011-2115.pdf
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.adobe.com/support/security/bulletins/apsb11-17.html
https://web.archive.org/web/2011/http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=919
http://www.us-cert.gov/cas/techalerts/TA11-166A.html

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Shockwave Player 1.0 All All All
Application Adobe Shockwave Player 10.0.0.210 All All All
Application Adobe Shockwave Player 10.0.1.004 All All All
Application Adobe Shockwave Player 10.1.0.011 All All All
Application Adobe Shockwave Player 10.1.0.11 All All All
Application Adobe Shockwave Player 10.1.1.016 All All All
Application Adobe Shockwave Player 10.1.4.020 All All All
Application Adobe Shockwave Player 10.2.0.021 All All All
Application Adobe Shockwave Player 10.2.0.022 All All All
Application Adobe Shockwave Player 10.2.0.023 All All All
Application Adobe Shockwave Player 11.0.0.456 All All All
Application Adobe Shockwave Player 11.0.3.471 All All All
Application Adobe Shockwave Player 11.5.0.595 All All All
Application Adobe Shockwave Player 11.5.0.596 All All All
Application Adobe Shockwave Player 11.5.1.601 All All All
Application Adobe Shockwave Player 11.5.2.602 All All All
Application Adobe Shockwave Player 11.5.6.606 All All All
Application Adobe Shockwave Player 11.5.7.609 All All All
Application Adobe Shockwave Player 11.5.8.612 All All All
Application Adobe Shockwave Player 11.5.9.615 All All All
Application Adobe Shockwave Player 2.0 All All All
Application Adobe Shockwave Player 3.0 All All All
Application Adobe Shockwave Player 4.0 All All All
Application Adobe Shockwave Player 5.0 All All All
Application Adobe Shockwave Player 6.0 All All All
Application Adobe Shockwave Player 8.0 All All All
Application Adobe Shockwave Player 8.0.196 All All All
Application Adobe Shockwave Player 8.0.196a All All All

Application Adobe Shockwave Player 8.0.204 All All All
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akLkak ok kakk,

cpe:2.3:a:adobe:shockwave_player:11.5.7.609:*:*:*:*:*:*:*:

akLkLk ok k Kk,

cpe:2.3:a:adobe:shockwave_player:11.5.8.612:*:*:*:*:*:*:*:

akLkLk ok kakk,

cpe:2.3:a:adobe:shockwave_player:11.5.9.615:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:2.0:*:*:*:*:*:*::

akLk kLKL kKK,

cpe:2.3:a:adobe:shockwave_player:3.0:*:*:*:*:*:*::

cpe:2.3:a:adobe:shockwave_player:4.0:*:*:*:*:*:

aKLk kKKK Lk,

cpe:2.3:a:adobe:shockwave_player:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:6.0:":*: " ™

cpe:2.3:a:adobe:shockwave_player:8.0:":*: " ™

dkak kR Lk akk.

cpe:2.3:a:adobe:shockwave_player:8.0.196a:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:a:adobe:shockwave_player:8.0.204:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:a:adobe:shockwave_player:8.0.205:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:8.5.1 " *:*:

Sk ok k kR akak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.103:*:*:**:**:*:

Skk ok k ok akak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.105: " " *:*:

sk ok ak ok akakak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.106::*:*:*:*:*:*:

Kk kKK oKk,

cpe:2.3:a:adobe:shockwave_player:8.5.321 ™

cpe:2.3:a:adobe:shockwave_player:9:*:*:**:*:*:*:



skakakakkakak.

cpe:2.3:a:adobe:shockwave_player:10.1.0.11:* %"

akLkLk ok kakk,

cpe:2.3:a:adobe:shockwave_player:10.1.1.016:*:*:*:*:*:*:*:

ARk kKR Lk k,

cpe:2.3:a:adobe:shockwave_player:10.1.4.020:%:*:*:*:*:*:*:

akLkLk ok kukk,

cpe:2.3:a:adobe:shockwave_player:10.2.0.021 %%

ARk kKR kK,

cpe:2.3:a:adobe:shockwave_player:10.2.0.023:%:*:*:*:*:*:*:

ARk kR kR k.

cpe:2.3:a:adobe:shockwave_player:11.0.0.456:*:":*:*:"*::

ARk kKRR k.

cpe:2.3:a:adobe:shockwave_player:11.0.3.471 " "

ARk kKR kK,

cpe:2.3:a:adobe:shockwave_player:11.5.0.595: " :**::

ARk kR kR k.

cpe:2.3:a:adobe:shockwave_player:11.5.1.6071 " "

AKakak ok akuk k.

cpe:2.3:a:adobe:shockwave_player:11.5.2.602:*:*:*:*:*:*:*:

AkakLak kR Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.6.606:*:*:*:*:*:*:*:

Akakak kR Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.7.609:*:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:a:adobe:shockwave_player:11.5.9.615: " :*:*:

cpe:2.3:a:adobe:shockwave_player:2.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:shockwave_player:3.0:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:adobe:shockwave_player:4.0:*:*:*:*:**:*:
cpe:2.3:a:adobe:shockwave_player:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:6.0:":*:* " *:*:™:

cpe:2.3:a:adobe:shockwave_player:8.0:":*:* " *:*:™:
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cpe:2.3:a:adobe:shockwave_player:8.5.1.105:*:*:*:*:*:*:*;

cpe:2.3:a:adobe:shockwave_player:8.5.1.106:*:*:*:*:*:*:*;

cpe:2.3:a:adobe:shockwave_player:8.5.325:%:*:*:*:*:*:*:
cpe:2.3:a:adobe:shockwave_player:9:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:9.0.383: " " *:*:

cpe:2.3:a:adobe:shockwave_player:9.0.432:*:*:**:**::

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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