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Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACLIAUNCCICIAC Certain versions of Adobe Air from Adobe contain the foIIowing
’ vulnerability:

Buffer overflow in Adobe Flash Player before 10.3.183.5 on Windows,
Mac OS X, Linux, and Solaris and before 10.3.186.3 on Android, and
Adobe AIR before 2.7.1 on Windows and Mac OS X and before
2.7.1.1961 on Android, allows attackers to execute arbitrary code via
unspecified vectors, a different vulnerability than CVE-2011-2130,
CVE-2011-2134, CVE-2011-2414, and CVE-2011-2415.

CVE-2011-2137 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Adobe - Security Bulletins: APSB11-21 - Security update = .\ CONFIRM
available for Adobe Flash Player www.adobe.com/support/security/bulletins/apsb11-
21.htmi
[security-announce] SUSE Security Announcement: 9 SUSE SUSE-SA:2011:033
SUSE_SA 2011_033.txt.asc
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14206
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14206
https://cve.report/CVE-2011-2137/b0ed6359

[security-announce] openSUSE-SU-2011:0897-1: critical: lists.opensuse.org 9 SUSE openSUSE-SU-2011:0897
flash-player text/html

[security-announce] SUSE-SU-2011:0894-1: critical: lists.opensuse.org 9 SUSE SUSE-SU-2011:0894
Security update for f text/html

Support www.redhat.com & REDHAT RHSA-2011:1144
text/ntml

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:16270
text/html

US-CERT Technical Cyber Security Alert TA11-222A -- @ CERT TA11-222A
Adobe Updates for Multiple Vulnerabilities

text/xml

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 152 All All All
Application Adobe Adobe Air 1.5.3 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.0.4 All All All
Application Adobe Adobe Air 2.6 All All All
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 1.5.2 All All All
Application Adobe Adobe Air 1.5.3 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.04 All All All
Application Adobe Adobe Air 2.6 All All All

Application Adobe Adobe Air All All All All
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cpe:2.3:a:adobe:adobe_air:1.0

Adobe
Adobe
Adobe
Adobe
Adobe

Apple
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Google

Linux
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Sun
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.

Flash Player
Flash Player
Flash Player
Flash Player
Flash Player

Mac Os X

Mac Os X

Android

Android

Linux Kernel

Linux Kernel

Windows

Windows

Sunos

Sunos

Kk kKKK Lk,

cpe:2.3:a:adobe:adobe_air:1.1:"

cpe:2.3:a:adobe:adobe_air:1

Kk kKK kK,

cpe:2.3:a:adobe:adobe_air:1.5.2:* %

cpe:2.3:a:adobe:adobe_air:1.5.3

Kk kKK kLK,

cpe:2.3:a:adobe:adobe_air:2.0.2:* % "

cpe:2.3:a:adobe:adobe_air:2.0.3:* % "

cpe:2.3:a:adobe:adobe_air:2.0.4:*:* "

cpe:2.3:a:adobe:adobe_air:2.6:*:* %"

cpe:2.3:a:adobe:adobe_air:1

cpe:2.3:a:adobe:adobe_air:1

Kk koK ok oKk,

cpe:2.3:a:adobe:adobe_air:1.5:* %

9.0.47.0

9.0.48.0

9.125.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos

cpe:2.3:a:adobe:adobe_air:1.5.2:%:%:"

cpe:2.3:a:adobe:adobe_air:1.5.3:*:":"

cpe:2.3:a:adobe:adobe_air:2.0.2:%:*:":*

cpe:2.3:a:adobe:adobe_air:2.0.3:*:*:":*

cpe:2.3:a:adobe:adobe_air:2.0.4:*:*:"

R L

cpe:2.3:a:adobe:adobe_air:2.6:*:*: "

dkakak ok ak kK ak,

cpe:2.3:a:adobe:adobe_air:*:*:*

cpe:2.3:a:adobe:flash_player:10.1.52.14.1 " "

akak kR kR k.

cpe:2.3:a:adobe:flash_player:10.1.52.15: "

cpe:2.3:a:adobe:flash_player:10.1.85.3:*:*:*:**:*:*:
cpe:2.3:a:adobe:flash_player:10.1.92.10:* " *:
cpe:2.3:a:adobe:flash_player:10.1.92.8:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:10.1.95.1 % """

cpe:2.3:a:adobe:flash_player:10.1.95.2:*: " :*:*:



ARk Lk kR LRk,

cpe:2.3:a:adobe:flash_player:6.0.21.0:":*: " ™

dkak kR Lk akk.

cpe:2.3:a:adobe:flash_player:6.0.79:*:*:*:*:*:*:*:

akLakak kKKK,

cpe:2.3:a:adobe:flash_player:7.0:*:*: "

cpe:2.3:a:adobe:flash_player:7.0.1:* "™

AkakLak kR kR,

cpe:2.3:a:adobe:flash_player:7.0.14.0:*: " ™

ARk kKR kK,

cpe:2.3:a:adobe:flash_player:7.0.19.0:*: " :*:

cpe:2.3:a:adobe:flash_player:7.0.24.0:*: """

dkuk kR ok akak,

cpe:2.3:a:adobe:flash_player:7.0.25::*:*:*:**:*:

cpe:2.3:a:adobe:flash_player:7.0.53.0:*:*:*:*:*:*:*:

ARk koK kR ok,

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:*:*:*:*:

ARk koK ok kR,

cpe:2.3:a:adobe:flash_player:7.0.61.0:*:*:*:**:*:*:

dkakak kR akak,

cpe:2.3:a:adobe:flash_player:7.0.63:*:*:*:*:*:*:*:

ARk koK ak Rk,

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.67.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:*:*:*:*:

rna? Varadnhaflach nlavar7 N RQ N-*-xkkkkx,



MU e VLU UMV U HUOT MUY UL VUV o e e s e e s

cpe:2.3:a:adobe:flash_player:7.0.70.0:*:*: """

cpe:2.3:a:adobe:flash_player:7.0.73.0:":*: """

cpe:2.3:a:adobe:flash_player:7.1:*: """

cpe:2.3:a:adobe:flash_player:7.1.1:" " ™

cpe:2.3:a:adobe:flash_player:7.2:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:

ARk koK k Lk k,

cpe:2.3:a:adobe:flash_player:8.0.22.0:%:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:8.0.24.0:%:":*:*:*:*:*:

dkLkLk ok kukk,

cpe:2.3:a:adobe:flash_player:8.0.33.0:%:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:8.0.34.0:*:":*:*:*:*:*:

ARk kKR kK,

cpe:2.3:a:adobe:flash_player:8.0.35.0:*:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:8.0.39.0:*:*:*:*:*:*:*:

ARk kR kLR k.

cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*: " :*:

cpe:2.3:a:adobe:flash_player:9.0:*:*:***:*:*:

ARk kKK kLK,

cpe:2.3:a:adobe:flash_player:9.0.112.0:

cpe:2.3:a:adobe:flash_player:9.0.114.0:

Kk kKKK Lk,

cpe:2.3:a:adobe:flash_player:9.0.115.0:

cpe:2.3:a:adobe:flash_player:9.0.124.0:*:*:**:**:*:

KKk kKKK,

cpe:2.3:a:adobe:flash_player:9.0.125.0:* " " :*:*:

cpe:2.3:a:adobe:flash_player:9.0.151.0:* "

Kk ok ok kKK,

cpe:2.3:a:adobe:flash_player:9.0.152.0:*:*:***:*:*:

cpe:2.3:a:adobe:flash_player:9.0.155.0:*:*:***:*:*:

Kk kKoK kK,

cpe:2.3:a:adobe:flash_player:9.0.159.0:*:*:*:*:**:*:

dk Kk kR Rk,

cpe:2.3:a:adobe:flash_player:9.0.16:*:*:*:*:*:*:*:

dk kR kR Rk,

cpe:2.3:a:adobe:flash_player:9.0.20::*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.246.0:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:9.0.260.0:*:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:":*:*:**:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0: " "

cpe:2.3:a:adobe:flash_player:9.0.28.0:":*:*:":*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.283.0:*:":*:*:*:*:*:

akkakokakakuk.

cpe:2.3:a:adobe:flash_player:9.0.31:*:*:*:*:*:*:*:

akLkLk ok k Kk,

cpe:2.3:a:adobe:flash_player:9.0.31.0:%:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.45.0:*:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.47.0:*:":*:*
cpe:2.3:a:adobe:flash_player:9.0.48.0:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:adobe:flash_player:9.125.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:10.1.52.14.1 " "

akak koK ok Rk,

cpe:2.3:a:adobe:flash_player:10.1.52.15: " *:



cpe:2.3:a:adobe:flash_player:10.1.92.8:* " " *:*:

cpe:2.3:a:adobe:flash_player:10.1.95.1: " "

cpe:2.3:a:adobe:flash_player:10.1.95.2:* " "

AkakLak oKk ak k.

cpe:2.3:a:adobe:flash_player:6.0.21.0:*:*: " :*:

dkak kR ok akak.

cpe:2.3:a:adobe:flash_player:6.0.79:*:*:*:*:*:*:*:

R I

cpe:2.3:a:adobe:flash_player:7.0:*:* " *:*:

cpe:2.3:a:adobe:flash_player:7.0.1:*:* "

ARk kKR kR,

cpe:2.3:a:adobe:flash_player:7.0.14.0:*:*: "%

cpe:2.3:a:adobe:flash_player:7.0.19.0:*:*: " *:*:

dkak koK kR k.

cpe:2.3:a:adobe:flash_player:7.0.24.0:*:* """

dkak kR ok ak k.

cpe:2.3:a:adobe:flash_player:7.0.25:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.53.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.61.0:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:7.0.66.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.67.0:":*: "
cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:":*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.69.0:*:*:*:":*:*:*":
cpe:2.3:a:adobe:flash_player:7.0.70.0:":*: " ™
cpe:2.3:a:adobe:flash_player:7.0.73.0:%:":*:* ™
cpe:2.3:a:adobe:flash_player:7.1:*:*:* %
cpe:2.3:a:adobe:flash_player:7.1.1:*:*:* "
cpe:2.3:a:adobe:flash_player:7.2:*:*:*:*:*:*::
cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.24.0:":*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.33.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.34.0:":*: " :*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.39.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:9.0:*:*: " :*:*:
cpe:2.3:a:adobe:flash_player:9.0.112.0:* " " "
cpe:2.3:a:adobe:flash_player:9.0.114.0:* " """
cpe:2.3:a:adobe:flash_player:9.0.115.0:*: """
cpe:2.3:a:adobe:flash_player:9.0.124.0:*:*:**:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.125.0:*:*:*:*:**:*:
cpe:2.3:a:adobe:flash_player:9.0.151.0:*: "
cpe:2.3:a:adobe:flash_player:9.0.152.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.155.0:*:*:* " *:*:

cpe:2.3:a:adobe:flash_player:9.0.159.0:*:*:**:*:*:*:



cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:9.0.246.0:* " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.260.0:*:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0:":*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:adobe:flash_player:9.0.28:*:*:*:*:*:*:*:

dkLk kKK Lk k.

cpe:2.3:a:adobe:flash_player:9.0.28.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:*:*:*:*:*:

LRk Lk okakakuk.

cpe:2.3:a:adobe:flash_player:9.0.31:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.31.0:*:*:*:*:**::

ARk kKRR k,

cpe:2.3:a:adobe:flash_player:9.0.45.0:":*: " ™

akakLk kR kR,

cpe:2.3:a:adobe:flash_player:9.0.47.0:*:*:*:***::

cpe:2.3:a:adobe:flash_player:9.0.48.0:":*: " :*:

Kk kKKK Lk,

cpe:2.3:a:adobe:flash_player:9.125.0:*:*: " :™:

LRk kR ok Lk Rk,

cpe:2.3:a:adobe:flash_player:*:*:*:*:*:*:*:*:

LRk kR kR Rk,

cpe:2.3:a:adobe:flash_player:*:*:*:*:*:*:*:*:

LRk kR kR Rk,

cpe:2.3:0:google:android:*:*:****

Kk koK kK Kk,

cpe:2.3:0:linux:linux_kernel:*:*:*:*:**:*:*:



No vendor comments have been submitted for this CVE
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