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AV-NIACLIAUNCCICIAC Certain versions of Adobe Air from Adobe contain the foIIowing
’ vulnerability:

Adobe Flash Player before 10.3.183.5 on Windows, Mac OS X, Linux,
and Solaris and before 10.3.186.3 on Android, and Adobe AIR before
2.7.1 on Windows and Mac OS X and before 2.7.1.1961 on Android,
allows attackers to execute arbitrary code or cause a denial of service
(memory corruption) via unspecified vectors, a different vulnerability
than CVE-2011-2135, CVE-2011-2417, and CVE-2011-2425.

CVE-2011-2140 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14074
Adobe - Security Bulletins: APSB11-21 - Security update [ Patch | F.\ CONFIRM
available for Adobe Flash Player www.adobe.com/support/security/bulletins/apsb11-
21.himl
[security-announce] SUSE Security Announcement: 9 SUSE SUSE-SA:2011:033
SUSE_SA 2011_033.txt.asc
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https://cve.report/
https://cve.report/CVE-2011-2140/mitre
https://cve.report/CVE-2011-2140/nist
https://cve.report/CVE-2011-2140/cve_org
https://cve.report/CVE-2011-2140.pdf
http://cve.report/software/adobe/adobe_air
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14074
http://www.adobe.com/support/security/bulletins/apsb11-21.html
http://lists.opensuse.org/opensuse-security-announce/2011-08/msg00006.html
https://cve.report/CVE-2011-2140/b0ed6359

[security-announce] openSUSE-SU-2011:0897-1: critical: 9 SUSE openSUSE-SU-2011:0897

flash-player

[security-announce] SUSE-SU-2011:0894-1: critical: 9 SUSE SUSE-SU-2011:0894
Security update for f

Support & REDHAT RHSA-2011:1144

US-CERT Technical Cyber Security Alert TA11-222A --
Adobe Updates for Multiple Vulnerabilities [ www.us-cert.gov |

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

CERT TA11-222A

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 1.5.2 All All All
Application Adobe Adobe Air 1.5.3 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.0.4 All All All
Application Adobe Adobe Air 2.6 All All All
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 152 All All All
Application Adobe Adobe Air 1.5.3 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.04 All All All
Application Adobe Adobe Air 2.6 All All All
Application Adobe Adobe Air All All All All
Application Adobe Flash Player 10.0.0.584 All All All
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cpe:2.3:a:adobe:adobe_air:1.0:*: %"

cpe:2.3:a:adobe:adobe_air:1

AKLk kKKK Lk,

cpe:2.3:a:adobe:adobe_air:1.5:*: "

cpe:2.3:a:adobe:adobe_air:1.5.2:%:%:"

cpe:2.3:a:adobe:adobe_air:1.5.3:*:":"

cpe:2.3:a:adobe:adobe_air:2.0.2:%:*:":*

cpe:2.3:a:adobe:adobe_air:2.0.3:*:*:"*

cpe:2.3:a:adobe:adobe_air:2.0.4:*:*:"

cpe:2.3:a:adobe:adobe_air:2

R R

cpe:2.3:a:adobe:adobe_air:1.0:*: "

cpe:2.3:a:adobe:adobe_air:1.1:*:

cpe:2.3:a:adobe:adobe_air:1

akLk kKKK Lk,

cpe:2.3:a:adobe:adobe_air:1.5.2:* "
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cpe:2.3:a:adobe:adobe_air:1.5.3:*:*:*

cpe:2.3:a:adobe:adobe_air:2.0.2:*:*:****::

cpe:2.3:a:adobe:adobe_air:2.0.3:* %

cpe:2.3:a:adobe:adobe_air:2.0.4:*:

Kk kKK kK,

cpe:2.3:a:adobe:adobe_air:2.6:*:*

cpe:2.3:a:adobe:flash_player:10.1.92.8:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:adobe:flash_player:10.1.95. 1% % *:*:

cpe:2.3:a:adobe:flash_player:10.1.95.2:*:*:*:*:*:*:*:

dkk Lk kakakuk.

cpe:2.3:a:adobe:flash_player:10.2.152:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:7.0:*:*: """

cpe:2.3:a:adobe:flash_player:7.0.1:" " ™

cpe:2.3:a:adobe:flash_player:7.0.14.0:":*: "™

cpe:2.3:a:adobe:flash_player:7.0.19.0:*:*: " *:*:*:

cpe:2.3:a:adobe:flash_player:7.0.24.0:":*: """

cpe:2.3:a:adobe:flash_player:7.0.53.0:":*: "

akLkuk ok kakk,

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:":*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.61.0:*:":*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:":*:*:*:*:*:

dkLk kKR Lk k.

cpe:2.3:a:adobe:flash_player:7.0.67.0:*:":*:*:*:*::

ARk kKK LRk,

cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.69.0:*:*:*:*:*:*:*:

akakLk ok ak Lk k,

cpe:2.3:a:adobe:flash_player:7.0.70.0:":*: " ™



cpe:2.3:a:adobe:flash_player:7.0.73.0:":* " ™
cpe:2.3:a:adobe:flash_player:7.1:*:*: "
cpe:2.3:a:adobe:flash_player:7.1.1: "™
cpe:2.3:a:adobe:flash_player:7.2:*:*: " *:*:
cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.24.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.33.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.34.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:*:*:*:*:*:*:*:

dkak koK ak kR,

cpe:2.3:a:adobe:flash_player:8.0.39.0:*:*:*:*:*:*:*:

akakak ok ok ak ok,

cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0:*: " :*:*:

cpe:2.3:a:adobe:flash_player:9.0.112.0:* """

cpe:2.3:a:adobe:flash_player:9.0.114.0: " "

cpe:2.3:a:adobe:flash_player:9.0.115.0: " "

cpe:2.3:a:adobe:flash_player:9.0.124.0:* " "

cpe:2.3:a:adobe:flash_player:9.0.125.0: " "

cpe:2.3:a:adobe:flash_player:9.0.151.0: " "

cpe:2.3:a:adobe:flash_player:9.0.152.0: " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.155.0: " "

cpe:2.3:a:adobe:flash_player:9.0.159.0:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:adobe:flash_player:9.0.16:*:*:*:*:*:*:*:

dkkak Lk akakuk,

cpe:2.3:a:adobe:flash_player:9.0.20:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.246.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.260.0:*:*:*:*:*:*:*:



Ak kKK kKK,

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0:*:***:

cpe:2.3:a:adobe:flash_player:9.0.28.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:**:**:*:
cpe:2.3:a:adobe:flash_player:9.0.31:*:*:**:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.31.0: " :*:
cpe:2.3:a:adobe:flash_player:9.0.45.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.47.0:*:*:***:*:*:

cpe:2.3:a:adobe:flash_player:9.0.48.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.125.0:*:*:*:*:**:*:

cpe:2.3:a:adobe:flash player:10.1.92.8:*:*:*:*:*:*:*:



Kk kK kKK,

cpe:2.3:a:adobe:flash_player:10.1.95.1

cpe:2.3:a:adobe:flash_player:10.1.95.2:****

cpe:2.3:a:adobe:flash_player:7.0:*: """

cpe:2.3:a:adobe:flash_player:7.0.1:":* " ™

cpe:2.3:a:adobe:flash_player:7.0.14.0:": " ™

akLkak ok kakk,

cpe:2.3:a:adobe:flash_player:7.0.19.0:*:":*:*:*:*::

ARk kKKK k.

cpe:2.3:a:adobe:flash_player:7.0.24.0:*:":*:*:*:

O

cpe:2.3:a:adobe:flash_player:7.0.25:*:*:*:*:*:*:*:

akLkuk ok LkLkk,

cpe:2.3:a:adobe:flash_player:7.0.53.0:*:":*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:7.0.60.0:*:*:*:*:*:*:*:

ARk Lk kR LRk,

cpe:2.3:a:adobe:flash_player:7.0.61.0:*:*:*:*:*:*:*:



Akakk ok akak k.

cpe:2.3:a:adobe:flash_player:7.0.66.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.67.0:*:* " :*:
cpe:2.3:a:adobe:flash_player:7.0.68.0:*:*:*:*:**:*:
cpe:2.3:a:adobe:flash_player:7.0.69.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:7.0.70.0:*:*:*:*:":*:*:

ARk koK kR k.

cpe:2.3:a:adobe:flash_player:7.0.73.0:*:* " *:*:
cpe:2.3:a:adobe:flash_player:7.1:*:*: "
cpe:2.3:a:adobe:flash_player:7.1.1:* "
cpe:2.3:a:adobe:flash_player:7.2:*:*: " *:*:
cpe:2.3:a:adobe:flash_player:8.0:*:*:*:*:*:*:*:

dkak koK ok Rk,

cpe:2.3:a:adobe:flash_player:8.0.22.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.24.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.33.0:*:*:*:**:*:*:
cpe:2.3:a:adobe:flash_player:8.0.34.0:":*:*:**:*:*:
cpe:2.3:a:adobe:flash_player:8.0.35.0:%:":*:*:*:*:™:
cpe:2.3:a:adobe:flash_player:8.0.39.0:%:":*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:8.0.42.0:*:*:*:**:*:*:
cpe:2.3:a:adobe:flash_player:9.0:*: " :*:*:
cpe:2.3:a:adobe:flash_player:9.0.112.0: " "
cpe:2.3:a:adobe:flash_player:9.0.114.0: " "
cpe:2.3:a:adobe:flash_player:9.0.115.0:*:*:*: % *:*:
cpe:2.3:a:adobe:flash_player:9.0.124.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.125.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.151.0:*:*:*: % *:*:
cpe:2.3:a:adobe:flash_player:9.0.152.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.155.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.159.0:*:*:*:*:*:*:*:

dkakakokakakuk.

cpe:2.3:a:adobe:flash_player:9.0.16:*:*:*:*:*:*:*:

AnntD iatadnhaflach nlauvar-Q N A QARQN K F ok akokkax,



LMG.L.0.A.AUUUG.HIAdII_pMIayTl.J.V. TOUVUV. . . . . . . .

dkak kR kR k.

cpe:2.3:a:adobe:flash_player:9.0.20:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.20.0:*:*: " :*:
cpe:2.3:a:adobe:flash_player:9.0.246.0:*:*:*:*:*:*:*:
cpe:2.3:a:adobe:flash_player:9.0.260.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.262.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.277.0:* " " *:*:

cpe:2.3:a:adobe:flash_player:9.0.28.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.283.0:*:*:*:*:*:*:*:

dk Rk ok akakak.

cpe:2.3:a:adobe:flash_player:9.0.31:*:*:**:**:*:

ARk koK akakak,

cpe:2.3:a:adobe:flash_player:9.0.31.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.45.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:9.0.47.0:":*:* " **:*:

cpe:2.3:a:adobe:flash_player:9.0.48.0:*:*: " *:*:*:

cpe:2.3:a:adobe:flash_player:9.125.0:":*: " *:*:™:

dkkakakokakakak,

cpe:2.3:0:google:android:*:*

ARk LKLk LK LK LKLk,

cpe:2.3:0:linux:linux_kernel: ;™" **:*:

ARk LKLk LK KKk,

cpe:2.3:0:linux:linux_kernel: ™" **:*:

dkakLk kR kKK,

cpe:2.3:0:microsoft:windows:*:*:*:**:*

dkakk Lk okakakk,

cpe:2.3:0:8uNn:sunos: ™

sk Lk ak Lk okakakk,

cpe:2.3:0:8uNn:sunos: ™

NA vianAdar Arnmmmaanta havia lhaan Alhaitbad fav thia M\V/C
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Social Mentions

Source Title Posted (UTC)
(&) HitmanPro Keeps detecting same files as Trojan.FakeAV's again and again 2017-03-31
/rltechsupport 07:52:05
(&) Bitdefender Keeps detecting similar infected files 2017-03-31
/rlpcmasterrace 04:11:28

« Previous ID Next ID—

© CVE.report 2023 pd [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://www.reddit.com/r/techsupport/comments/62jw6z/hitmanpro_keeps_detecting_same_files_as/
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