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/

CVE-2011-2191

MITRE NVD CVE.ORG Print: PDF %5

CVE-2011-2191

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-10-07 02:51:00 UTC

2011-11-24 03:58:00 UTC

Cross-site request forgery (CSRF) vulnerability in Cherokee-admin in Cherokee before 1.2.99 allows remote attackers to hi

| 1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cherokee-project Cherokee 0.10.0 All All All
Cherokee-project Cherokee 0.10.1 All All All
Cherokee-project Cherokee 0.11.0 All All All
Cherokee-project Cherokee 0.11.1 All All All
Cherokee-project Cherokee 0.11.2 All All All
Cherokee-project Cherokee 0.11.3 All All All
Cherokee-project Cherokee 0.11.4 All All All
Cherokee-project Cherokee 0.11.5 All All All
Cherokee-project Cherokee 0.11.6 All All All
Cherokee-project Cherokee 0.3.0 All All All
Cherokee-project Cherokee 0.4.0 All All All
Cherokee-project Cherokee 0.4.1 All All All
Cherokee-project Cherokee 0.4.10 All All All
Cherokee-project Cherokee 0.4.11 All All All
Cherokee-project Cherokee 0.4.12 All All All
Cherokee-project Cherokee 0.4.13 All All All
Cherokee-project Cherokee 0.4.14 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Reference Source Link Tags
oss-security - CVE Request -- Cherokee -- server admin vulnerable to csrf MLIST www.openwall.com

Bug #784632 “csrf & xss issue (resulting from csrf). " : Bugs : cherokee package : Ubuntu  CONFIRM  launchpad.net Exploi
[SECURITY] Fedora 15 Update: cherokee-1.2.99-1.fc15 FEDORA lists.fedoraproject.org

Cherokee Multiple Unspecified Vulnerabilities BID www.securityfocus.com
oss-security - Re: Security issue in cherokee MLIST www.openwall.com Exploi
oss-security - Security issue in cherokee MLIST www.openwall.com Exploi
Full Disclosure: cherokee server admin vulnerable to csrf FULLDISC seclists.org

Page not found - GitHub Pages CONFIRM  www.cherokee-project.com Patch
713304 — (CVE-2011-2191) CVE-2011-2191 cherokee: CSRF and XSS vulnerabilities CONFIRM  bugzilla.redhat.com Exploi
72693 OSvDB osvdb.org

CVE Program record CVE.ORG www.cve.org canon
NVD vulnerability detail NVD nvd.nist.gov canon
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