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/

CVE-2011-2193
PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2011-06-24 20:55:00 UTC

2018-10-09 19:32:00 UTC

Multiple buffer overflows in Terascale Open-Source Resource and Queue Manager (aka TORQUE Resource Manager) 2.x

Risk And Classification

Problem Types: CWE-119
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Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Product

Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager

Torque Resource Manager

Version
2.1.0
2.1.0p11
211
2.1.10

2.1.11

2.1.3
2.1.6
217

2.1.8

2.3.1
2.3.10
2.3.11

2.3.12

Update

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2011-2193/mitre
https://cve.report/CVE-2011-2193/nist
https://cve.report/CVE-2011-2193/cve_org
https://cve.report/api/cve/CVE-2011-2193.json
https://cve.report/CVE-2011-2193.pdf
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager

Torque Resource Manager

2.3.13
232
233
234
235
2.36
237
238
2.3.9
2.4.10
2.4.11
2412
2413
242
243
244
245
246
247
248
249
25.0
2.5.1
252
253
2.5.4
255
3.0.0
3.0.1
2.1.0
2.1.0p11
2.1.1
2.1.10

2.1.11

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Clusterresources

Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager
Torque Resource Manager

Torque Resource Manager

2.21

2.3.0

2.3.1

2.3.10

2.3.11

2.3.12

2.3.13

2.3.2

233

234

235

2.3.6

237

23.8

2.3.9

2.4.10

2.4.11

2412

2.4.13

2.4.2

2.4.3

244

2.4.5

246

2.4.7

248

2.4.9

25.0

2.5.1

252

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager
http://cve.report/vendor/clusterresources
http://cve.report/software/clusterresources/torque_resource_manager

Application Clusterresources Torque Resource Manager 2.5.3 All All All

Application Clusterresources Torque Resource Manager 2.5.4 All All All

Application Clusterresources Torque Resource Manager 255 All All All

Application Clusterresources Torque Resource Manager 3.0.0 All All All

Application Clusterresources Torque Resource Manager 3.0.1 All All All

Reference Source Link
SecurityFocus BUGTRAQ www.securityfoct
[SECURITY] Fedora 15 Update: torque-3.0.1-4.fc15 FEDORA lists.fedoraprojec
TGUFIRV | VLI - RFERECOHESE CONFIRM  www.clusterresot
Debian -- Security Information -- DSA-2329-1 torque DEBIAN www.debian.org
Torque Server Buffer Overflow Vulnerability - CXSecurity.com SREASON  securityreason.cc
TFUFRIURV | 7Ty FH—- FEECOBRE CONFIRM  www.clusterresot
Fedora update for torque - Secunia.com SECUNIA  secunia.com

TORQUE Resource Manager Job and Host Name Processing Buffer Overflow Vulnerabilities - Secunia.com SECUNIA  secunia.com

IBM X-Force Exchange XF exchange.xforce.
Bug 711463 — CVE-2011-2193 Torque Server Buffer Overflow Vulnerability CONFIRM  bugzilla.redhat.cc
[SECURITY] Fedora 14 Update: torque-2.4.11-2.fc14 FEDORA lists.fedoraprojec
torque 'job name' Argument Remote Buffer Overflow Vulnerability BID www.securityfoct
IBM X-Force Exchange XF exchange.xforce.
CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

e
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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