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CVE CVE-2011-2199
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2012-07-22 17:55:00 UTC
Updated 2023-02-13 04:30:00 UTC
Description Buffer overflow in tftp-hpa before 5.1 allows remote attackers to cause a denial of service and possibly execute arbitrary co

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application H Peter Anvin Tftp-hpa All

Update Edition Language

All

All All

References

Reference

tftp-hpa FTP Server 'utimeout' Option Remote Buffer Overflow Vulnerability
www.pre-cert.de/advisories/PRE-SA-2011-05.txt

tftp/tftp-hpa.git - tfitp-hpa official tree

tftp/tftp-hpa.git - tfitp-hpa official tree

oss-security - Re: CVE request: buffer overflow in tftp-hpa

CHANGES - tftp/tftp-hpa.git - tftp-hpa official tree

CHANGES - tftp/tftp-hpa.git - tftp-hpa official tree

Gentoo Linux Documentation -- tftp-hpa: Remote buffer overflow

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Source

BID

MISC

CONFIRM

MISC

MLIST

CONFIRM

MISC

GENTOO

CVE.ORG

NVD

Link Tags
www.securityfocus.com

www.pre-cert.de

git.kernel.org Exploit, Patch
git.kernel.org

www.openwall.com

git.kernel.org

git.kernel.org

security.gentoo.org

Www.cve.org canonical

nvd.nist.gov canonical, analysis


https://cve.report/
https://cve.report/CVE-2011-2199/mitre
https://cve.report/CVE-2011-2199/nist
https://cve.report/CVE-2011-2199/cve_org
https://cve.report/api/cve/CVE-2011-2199.json
https://cve.report/CVE-2011-2199.pdf
http://cve.report/vendor/h_peter_anvin
http://cve.report/software/h_peter_anvin/tftp-hpa
http://www.securityfocus.com/bid/48411
http://www.pre-cert.de/advisories/PRE-SA-2011-05.txt
http://git.kernel.org/?p=network/tftp/tftp-hpa.git;a=commitdiff;h=f3035c45bc50bb5cac87ca01e7ef6a12485184f8
http://git.kernel.org/?p=network/tftp/tftp-hpa.git%253Ba=commitdiff%253Bh=f3035c45bc50bb5cac87ca01e7ef6a12485184f8
http://www.openwall.com/lists/oss-security/2011/06/13/11
http://git.kernel.org/?p=network/tftp/tftp-hpa.git;a=blob;f=CHANGES;h=6df0d97b1f6c99f49d65e9ff80aa7b847f0e21e1;hb=badf05140d3c2408715a73a52c0f35887e337c04
http://git.kernel.org/?p=network/tftp/tftp-hpa.git%253Ba=blob%253Bf=CHANGES%253Bh=6df0d97b1f6c99f49d65e9ff80aa7b847f0e21e1%253Bhb=badf05140d3c2408715a73a52c0f35887e337c04
http://security.gentoo.org/glsa/glsa-201206-12.xml
https://www.cve.org/CVERecord?id=CVE-2011-2199
https://nvd.nist.gov/vuln/detail/CVE-2011-2199

There are currently no legacy QID mappings associated with this CVE.
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