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Description

/

CVE-2011-2305

PUBLIC

secalert_us@oracle.com

CVE Program / NVD first with legacy fallback
2011-07-21 00:55:00 UTC

2017-09-19 01:32:00 UTC

Unspecified vulnerability in Oracle VM VirtualBox 4.0 allows local users to affect confidentiality, integrity, and availability via

] 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Oracle Vm Virtualbox 3.0 All All All
Oracle Vm Virtualbox 3.1 All All All
Oracle Vm Virtualbox 3.2 All All All
Oracle Vm Virtualbox 4.0 All All All
Oracle Vm Virtualbox 3.0 All All All
Oracle Vm Virtualbox 3.1 All All All
Oracle Vm Virtualbox 3.2 All All All
Oracle Vm Virtualbox 4.0 All All All

References

Reference Source Link

US-CERT Technical Cyber Security Alert TA11-201A -- Oracle Updates for Multiple Vulnerabilities CERT www.us-cert.gov

Oracle VM VirtualBox Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com
Gentoo Linux Documentation -- VirtualBox: Multiple vulnerabilities GENTOO security.gentoo.org
Repository / Oval Repository OVAL oval.cisecurity.org
Security Alerts - Secunia SECUNIA secunia.com

Oracle Critical Patch Update - July 2011 CONFIRM www.oracle.com


https://cve.report/
https://cve.report/CVE-2011-2305/mitre
https://cve.report/CVE-2011-2305/nist
https://cve.report/CVE-2011-2305/cve_org
https://cve.report/CVE-2011-2305.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://www.us-cert.gov/cas/techalerts/TA11-201A.html
http://www.securitytracker.com/id?1025805
http://security.gentoo.org/glsa/glsa-201204-01.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12983
http://secunia.com/advisories/48755
http://www.oracle.com/technetwork/topics/security/cpujuly2011-313328.html

CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Kl |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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