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AV-NIACLIAUNCCICIAC Certain versions of Android from Google contain the foIIowing
’ vulnerability:

Android Picasa in Android 3.0 and 2.x through 2.3.4 uses a cleartext
HTTP session when transmitting the authToken obtained from
ClientLogin, which allows remote attackers to gain privileges and
access private pictures and web albums by sniffing the token from
connections with picasaweb.google.com.

CVE-2011-2344 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
[ Patch | (2) CONFIRM android.git.kernel.org/?
android.git.kernel.org p=platform/packages/apps/Gallery3D.git;a=commit;h=9a418de454e5ce078c98f41b5¢c18

Not Archived

Catching authTokens [T

in the wild - Universitat
Not Archived

MISC www.uni-ulm.de/en/in/mi/staff/koenings/catching-authtokens.html

Uim
[ Patch | () CONFIRM android.git.kernel.org/?
p=platform/packages/apps/Gallery3D.git;a=commit;h=7a763db1c15bb6436be85a3f233¢

Not Archived
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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RIS |

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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