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AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following
: vulnerability:

Cross-site scripting (XSS) vulnerability in Mozilla Firefox 4.x through
4.0.1 allows remote attackers to inject arbitrary web script or HTML via
an SVG element containing an HTML-encoded entity.

CVE-2011-2369 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
650001 — (CVE-2011-2369) SVG innerHTML getter doesn't 23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
encode entities, enabling XSS id=650001
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14426
[security-announce] SUSE Security Announcement: 9 SUSE SUSE-SA:2011:028
MozillaFirefox,MozillaTh
MFSA 2011-27: XSS encoding hazard with inline SVG [ CONFIRM
www.mozilla.org/security/announce/2011/mfsa2011-
27.htm
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 betal0 All All
Application Mozilla Firefox 4.0 betal1 All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta6 All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
Application Mozilla Firefox 4.01 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betait All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
Application Mozilla Firefox 4.01 All All All
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No vendor comments have been submitted for this CVE
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