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CVE CVE-2011-2372
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-29 00:55:01 UTC
Updated 2026-04-29 01:13:23 UTC

Description Mozilla Firefox before 3.6.23 and 4.x through 6, Thunderbird before 7.0, and SeaMonkey before 2.4 do not prevent the star

/ |

Risk And Classification

Primary CVSS: v2.0 3.5 from nvd@nist.gov

AV:N/AC:M/Au:S/C:N/I:P/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:S/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.6 All All All
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662309 — (CVE-2011-3666) .jar should be marked executable

Support

Support / Security / Advisories / / MDVSA-2011:139 | Mandriva

Support / Security / Advisories / / MDVSA-2011:140 | Mandriva

SUSE update for MozillaThunderbird - Secunia.com

Debian -- Security Information -- DSA-2312-1 iceape

openSUSE-SU-2011:1076-2: important: MozillaThunderbird: Update to Mozill

Debian -- Security Information -- DSA-2313-1 iceweasel

MFSA 2011-40: Code installation through holding down Enter

Debian -- Security Information -- DSA-2317-1 icedove

Support / Security / Advisories / / MDVSA-2011:142 | Mandriva

Repository / Oval Repository

657462 — (CVE-2011-2372) Holding enter allows arbitrary code execution due to Download Manager
Support / Security / Advisories / / MDVSA-2011:141 | Mandriva

663899 — .jar should not be openable on Mac or Linux, download only (CVE-2011-3666)
[security-announce] SUSE-SU-2011:1256-1: critical: Security update for M

CVE Program record

NVD vulnerability detail

1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
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