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Certain versions of Firefox from Mozilla contain the following
vulnerability:

Multiple unspecified vulnerabilities in the browser engine in Mozilla
Firefox before 3.6.18 and 4.x through 4.0.1, and Thunderbird before
3.1.11, allow remote attackers to cause a denial of service (memory
corruption and application crash) or possibly execute arbitrary code via
unknown vectors.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

Debian -- Security Information -- DSA-2269-1 iceape www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2269

639648 – crash due to stack exhaustion in BindToTree
with setUserData

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=639648

MFSA 2011-19: Miscellaneous memory safety hazards
(rv:3.0/1.9.2.18)

Vendor Advisory

www.mozilla.org

text/html

 CONFIRM
www.mozilla.org/security/announce/2011/mfsa2011-
19.html

Support www.redhat.com

text/html

 REDHAT RHSA-2011:0887

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF thunderbird-memory-ce(68128)

CVE-2011-2374 has been assigned by  cve@mitre.org to track the vulnerability
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text/html

643051 – document.cookie should only allow setting
one cookie at a time

Patch

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=643051

Support www.redhat.com

text/html

 REDHAT RHSA-2011:0885

Ubuntu update for firefox and xulrunner - Secunia.com web.archive.org

text/html

 SECUNIA 45002

ASA-2011-201 (RHSA-2011-0888) support.avaya.com

text/html

 CONFIRM
support.avaya.com/css/P8/documents/100144854

ASA-2011-207 (RHSA-2011-0885) support.avaya.com

text/html

 CONFIRM
support.avaya.com/css/P8/documents/100145333

Debian -- Security Information -- DSA-2273-1 icedove www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2273

645572 – Crash in
xul!nsBlockInFlowLineIterator::nsBlockInFlowLineIterator
[@ nsLineBox::IndexOf ] [@
nsLineBox::IndexOf(nsIFrame*) ]

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=645572

626262 – "ASSERTION: ownerDocument changed
again after adopting!" with mutation event

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=626262

Debian -- Security Information -- DSA-2268-1 iceweasel www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2268

USN-1149-1: Firefox and Xulrunner vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1149-1

Support / Security / Advisories / / MDVSA-2011:111 |
Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2011:111

[security-announce] SUSE Security Announcement:
MozillaFirefox,MozillaTh

lists.opensuse.org

text/html

 SUSE SUSE-SA:2011:028

642338 – crash [@ nsBarProp::GetVisibleByFlag(int*,
unsigned int)]

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=642338

Bug 646662 – ###!!! ASSERTION: This is unsafe! Fix
the caller! in nsEventDispatcher

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=646662

Support www.redhat.com

text/html

 REDHAT RHSA-2011:0886

Support www.redhat.com

text/html

 REDHAT RHSA-2011:0888

629858 – strict warning "function f does not always
return a value" can cause buffer overreads

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=629858

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:14123

642734 – Crash [@ nsTArray_base::Length()] [@
nsCharSinkTraits::write] [@ gfxUserFontSet::LoadNext]
[@ ashed) 0 xul.dll!CalculateUTF8Size::write(unsigned
short const *,unsigned int)]with downloaded font

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=642734

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 preview_release All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0.7 All All All

Application Mozilla Firefox 1.0.8 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.10 All All All

Application Mozilla Firefox 1.5.0.11 All All All

Application Mozilla Firefox 1.5.0.12 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 1.5.0.8 All All All

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 1.5.1 All All All

Application Mozilla Firefox 1.5.2 All All All

Application Mozilla Firefox 1.5.3 All All All

Application Mozilla Firefox 1.5.4 All All All
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Application Mozilla Firefox 1.5.5 All All All

Application Mozilla Firefox 1.5.6 All All All

Application Mozilla Firefox 1.5.7 All All All

Application Mozilla Firefox 1.5.8 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Firefox 2.0.0.10 All All All

Application Mozilla Firefox 2.0.0.11 All All All

Application Mozilla Firefox 2.0.0.12 All All All

Application Mozilla Firefox 2.0.0.13 All All All

Application Mozilla Firefox 2.0.0.14 All All All

Application Mozilla Firefox 2.0.0.15 All All All

Application Mozilla Firefox 2.0.0.16 All All All

Application Mozilla Firefox 2.0.0.17 All All All

Application Mozilla Firefox 2.0.0.18 All All All

Application Mozilla Firefox 2.0.0.19 All All All

Application Mozilla Firefox 2.0.0.2 All All All

Application Mozilla Firefox 2.0.0.20 All All All

Application Mozilla Firefox 2.0.0.3 All All All

Application Mozilla Firefox 2.0.0.4 All All All

Application Mozilla Firefox 2.0.0.5 All All All

Application Mozilla Firefox 2.0.0.6 All All All

Application Mozilla Firefox 2.0.0.7 All All All

Application Mozilla Firefox 2.0.0.8 All All All

Application Mozilla Firefox 2.0.0.9 All All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.10 All All All

Application Mozilla Firefox 3.0.11 All All All

Application Mozilla Firefox 3.0.12 All All All

Application Mozilla Firefox 3.0.13 All All All

Application Mozilla Firefox 3.0.14 All All All

Application Mozilla Firefox 3.0.15 All All All

Application Mozilla Firefox 3.0.16 All All All

Application Mozilla Firefox 3.0.17 All All All
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Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0.6 All All All

Application Mozilla Firefox 3.0.7 All All All

Application Mozilla Firefox 3.0.8 All All All

Application Mozilla Firefox 3.0.9 All All All

Application Mozilla Firefox 3.5 All All All

Application Mozilla Firefox 3.5.1 All All All

Application Mozilla Firefox 3.5.10 All All All

Application Mozilla Firefox 3.5.11 All All All

Application Mozilla Firefox 3.5.12 All All All

Application Mozilla Firefox 3.5.13 All All All

Application Mozilla Firefox 3.5.14 All All All

Application Mozilla Firefox 3.5.15 All All All

Application Mozilla Firefox 3.5.16 All All All

Application Mozilla Firefox 3.5.17 All All All

Application Mozilla Firefox 3.5.18 All All All

Application Mozilla Firefox 3.5.19 All All All

Application Mozilla Firefox 3.5.2 All All All

Application Mozilla Firefox 3.5.3 All All All

Application Mozilla Firefox 3.5.4 All All All

Application Mozilla Firefox 3.5.5 All All All

Application Mozilla Firefox 3.5.6 All All All

Application Mozilla Firefox 3.5.7 All All All

Application Mozilla Firefox 3.5.8 All All All

Application Mozilla Firefox 3.5.9 All All All

Application Mozilla Firefox 3.6 All All All

Application Mozilla Firefox 3.6.10 All All All

Application Mozilla Firefox 3.6.11 All All All

Application Mozilla Firefox 3.6.12 All All All

Application Mozilla Firefox 3.6.13 All All All

Application Mozilla Firefox 3.6.14 All All All

Application Mozilla Firefox 3.6.15 All All All

Application Mozilla Firefox 3.6.16 All All All
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Application Mozilla Firefox 3.6.16 All All All

Application Mozilla Firefox 3.6.2 All All All

Application Mozilla Firefox 3.6.3 All All All

Application Mozilla Firefox 3.6.4 All All All

Application Mozilla Firefox 3.6.6 All All All

Application Mozilla Firefox 3.6.7 All All All

Application Mozilla Firefox 3.6.8 All All All

Application Mozilla Firefox 3.6.9 All All All

Application Mozilla Firefox 4.0 All All All

Application Mozilla Firefox 4.0 beta1 All All

Application Mozilla Firefox 4.0 beta10 All All

Application Mozilla Firefox 4.0 beta11 All All

Application Mozilla Firefox 4.0 beta12 All All

Application Mozilla Firefox 4.0 beta2 All All

Application Mozilla Firefox 4.0 beta3 All All

Application Mozilla Firefox 4.0 beta4 All All

Application Mozilla Firefox 4.0 beta5 All All

Application Mozilla Firefox 4.0 beta6 All All

Application Mozilla Firefox 4.0 beta7 All All

Application Mozilla Firefox 4.0 beta8 All All

Application Mozilla Firefox 4.0 beta9 All All

Application Mozilla Firefox 4.0.1 All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 preview_release All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0.7 All All All

Application Mozilla Firefox 1.0.8 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All
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Application Mozilla Firefox 1.5.0.10 All All All

Application Mozilla Firefox 1.5.0.11 All All All

Application Mozilla Firefox 1.5.0.12 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 1.5.0.8 All All All

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 1.5.1 All All All

Application Mozilla Firefox 1.5.2 All All All

Application Mozilla Firefox 1.5.3 All All All

Application Mozilla Firefox 1.5.4 All All All

Application Mozilla Firefox 1.5.5 All All All

Application Mozilla Firefox 1.5.6 All All All

Application Mozilla Firefox 1.5.7 All All All

Application Mozilla Firefox 1.5.8 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Firefox 2.0.0.10 All All All

Application Mozilla Firefox 2.0.0.11 All All All

Application Mozilla Firefox 2.0.0.12 All All All

Application Mozilla Firefox 2.0.0.13 All All All

Application Mozilla Firefox 2.0.0.14 All All All

Application Mozilla Firefox 2.0.0.15 All All All

Application Mozilla Firefox 2.0.0.16 All All All

Application Mozilla Firefox 2.0.0.17 All All All

Application Mozilla Firefox 2.0.0.18 All All All

Application Mozilla Firefox 2.0.0.19 All All All

Application Mozilla Firefox 2.0.0.2 All All All

Application Mozilla Firefox 2.0.0.20 All All All

Application Mozilla Firefox 2.0.0.3 All All All

Application Mozilla Firefox 2.0.0.4 All All All
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cpe:2.3:a:mozilla:firefox:3.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.14:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.15:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.16:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.17:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.18:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.19:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:firefox:3.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.14:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.15:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.16:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta10:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta11:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta12:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta2:*:*:*:*:*:*:



cpe:2.3:a:mozilla:firefox:4.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta4:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta7:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:*:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:thunderbird:1.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.7.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.17:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:thunderbird:2.0.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.2:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:thunderbird:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.7.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:thunderbird:1.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.7.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.19:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:thunderbird:2.0.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.4:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:mozilla:thunderbird:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:*:*:*:*:*:*:*:*:
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