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Summary

CVE CVE-2011-2382

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-03 17:55:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description Microsoft Internet Explorer 8 and earlier, and Internet Explorer 9 beta, does not properly restrict cross-zone drag-and-drop actions, which allows user-assisted remote attackers to read cookie files via vectors involving an IFRAME element with a SRC attribute containing a file: URL, as demonstrated by a Facebook game, related to a "cookiejacking" issue.

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 9 beta All All

Application Microsoft Internet Explorer 3.0 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2011-2382/mitre
https://cve.report/CVE-2011-2382/nist
https://cve.report/CVE-2011-2382/cve_org
https://cve.report/api/cve/CVE-2011-2382.json
https://cve.report/CVE-2011-2382.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie


Application Microsoft Internet Explorer 3.0 All All All

Application Microsoft Internet Explorer 3.0.1 All All All

Application Microsoft Internet Explorer 3.0.2 All All All

Application Microsoft Internet Explorer 3.1 All All All

Application Microsoft Internet Explorer 3.2 All All All

Application Microsoft Internet Explorer 4.0 All All All

Application Microsoft Internet Explorer 4.0.1 All All All

Application Microsoft Internet Explorer 4.0.1 sp1 All All

Application Microsoft Internet Explorer 4.0.1 sp2 All All

Application Microsoft Internet Explorer 4.01 All All All

Application Microsoft Internet Explorer 4.01 sp1 All All

Application Microsoft Internet Explorer 4.1 All All All

Application Microsoft Internet Explorer 4.40.308 All All All

Application Microsoft Internet Explorer 4.40.520 All All All

Application Microsoft Internet Explorer 4.5 All All All

Application Microsoft Internet Explorer 4.70.1155 All All All

Application Microsoft Internet Explorer 4.70.1158 All All All

Application Microsoft Internet Explorer 4.70.1215 All All All

Application Microsoft Internet Explorer 4.70.1300 All All All

Application Microsoft Internet Explorer 4.71.1008.3 All All All

Application Microsoft Internet Explorer 4.71.1712.6 All All All

Application Microsoft Internet Explorer 4.71.544 All All All

Application Microsoft Internet Explorer 4.72.2106.8 All All All

Application Microsoft Internet Explorer 4.72.3110.8 All All All

Application Microsoft Internet Explorer 4.72.3612.1713 All All All

Application Microsoft Internet Explorer 5 All All All

Application Microsoft Internet Explorer 5.0 All All All

Application Microsoft Internet Explorer 5.0.1 All All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp3 All All

Application Microsoft Internet Explorer 5.0.1 sp4 All All

Application Microsoft Internet Explorer 5.00.0518.10 All All All

Application Microsoft Internet Explorer 5.00.0910.1309 All All All

Application Microsoft Internet Explorer 5.00.2014.0216 All All All

Application Microsoft Internet Explorer 5.00.2314.1003 All All All
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Application Microsoft Internet Explorer 5.00.2314.1003 All All All

Application Microsoft Internet Explorer 5.00.2516.1900 All All All

Application Microsoft Internet Explorer 5.00.2614.3500 All All All

Application Microsoft Internet Explorer 5.00.2919.3800 All All All

Application Microsoft Internet Explorer 5.00.2919.6307 All All All

Application Microsoft Internet Explorer 5.00.2919.800 All All All

Application Microsoft Internet Explorer 5.00.2920.0000 All All All

Application Microsoft Internet Explorer 5.00.3103.1000 All All All

Application Microsoft Internet Explorer 5.00.3105.0106 All All All

Application Microsoft Internet Explorer 5.00.3314.2101 All All All

Application Microsoft Internet Explorer 5.00.3315.1000 All All All

Application Microsoft Internet Explorer 5.00.3502.1000 All All All

Application Microsoft Internet Explorer 5.00.3700.1000 All All All

Application Microsoft Internet Explorer 5.01 All All All

Application Microsoft Internet Explorer 5.01 sp1 All All

Application Microsoft Internet Explorer 5.01 sp2 All All

Application Microsoft Internet Explorer 5.01 sp3 All All

Application Microsoft Internet Explorer 5.01 sp4 All All

Application Microsoft Internet Explorer 5.1 All All All

Application Microsoft Internet Explorer 5.2.3 All All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 preview All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 5.50.3825.1300 All All All

Application Microsoft Internet Explorer 5.50.4030.2400 All All All

Application Microsoft Internet Explorer 5.50.4134.0100 All All All

Application Microsoft Internet Explorer 5.50.4134.0600 All All All

Application Microsoft Internet Explorer 5.50.4308.2900 All All All

Application Microsoft Internet Explorer 5.50.4522.1800 All All All

Application Microsoft Internet Explorer 5.50.4807.2300 All All All

Application Microsoft Internet Explorer 6 All All All

Application Microsoft Internet Explorer 6 sp1 All All

Application Microsoft Internet Explorer 6.0 All All All

Application Microsoft Internet Explorer 6.0.2600 All All All

Application Microsoft Internet Explorer 6.0.2800 All All All
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Application Microsoft Internet Explorer 6.0.2800.1106 All All All

Application Microsoft Internet Explorer 6.0.2900 All All All

Application Microsoft Internet Explorer 6.0.2900.2180 All All All

Application Microsoft Internet Explorer 6.00.2462.0000 All All All

Application Microsoft Internet Explorer 6.00.2479.0006 All All All

Application Microsoft Internet Explorer 6.00.2600.0000 All All All

Application Microsoft Internet Explorer 6.00.2800.1106 All All All

Application Microsoft Internet Explorer 6.00.2900.2180 All All All

Application Microsoft Internet Explorer 6.00.3663.0000 All All All

Application Microsoft Internet Explorer 6.00.3718.0000 All All All

Application Microsoft Internet Explorer 6.00.3790.0000 All All All

Application Microsoft Internet Explorer 6.00.3790.1830 All All All

Application Microsoft Internet Explorer 6.00.3790.3959 All All All

Application Microsoft Internet Explorer 7 All All All

Application Microsoft Internet Explorer 7.0 All All All

Application Microsoft Internet Explorer 7.0 beta All All

Application Microsoft Internet Explorer 7.0 beta1 All All

Application Microsoft Internet Explorer 7.0 beta2 All All

Application Microsoft Internet Explorer 7.0 beta3 All All

Application Microsoft Internet Explorer 7.0.5730 unknown gold All

Application Microsoft Internet Explorer 7.0.5730.11 All All All

Application Microsoft Internet Explorer 7.00.5730.1100 All All All

Application Microsoft Internet Explorer 7.00.6000.16386 All All All

Application Microsoft Internet Explorer 7.00.6000.16441 All All All

Application Microsoft Internet Explorer All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Unpatched IE bug exposes sensitive Facebook creds • The Register af854a3a-2127-422b-91ae-364da2661108

YouTube af854a3a-2127-422b-91ae-364da2661108

SCS3: Rosario Valotta - Cookie Jacking UI redressing attacks - YouTube af854a3a-2127-422b-91ae-364da2661108

ju12.tistory.com/attachment/cfile4.uf%40151FAB4C4DDC9E0002A6FE.ppt af854a3a-2127-422b-91ae-364da2661108
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Security researcher finds 'cookiejacking' risk in IE | Security - CNET News af854a3a-2127-422b-91ae-364da2661108

Cookiejacking Attack Steals Website Access Credentials - Security - Vulnerabilities and threats - Informationweek af854a3a-2127-422b-91ae-364da2661108

HITBSecConf2011 – Amsterdam » Rosario Valotta (Tentacolo Viola) af854a3a-2127-422b-91ae-364da2661108

Page not found | eWEEK af854a3a-2127-422b-91ae-364da2661108

Download Attachment af854a3a-2127-422b-91ae-364da2661108

IE Flaw Could Allow Hackers Access to your Facebook, Gmail, Twitter Accounts | Network World af854a3a-2127-422b-91ae-364da2661108

MISC:http://ju12.tistory.com/attachment/cfile4.uf@151FAB4C4DDC9E0002A6FE.ppt MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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