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CVE CVE-2011-2414
State PUBLIC
Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-08-10 22:55:00 UTC
Updated 2018-10-30 16:26:00 UTC

Description Buffer overflow in Adobe Flash Player before 10.3.183.5 on Windows, Mac OS X, Linux, and Solaris and before 10.3.186.3
i)

/ ]

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 1.5.2 All All All
Application Adobe Adobe Air 1.5.3 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.0.4 All All All
Application Adobe Adobe Air 2.6 All All All
Application Adobe Adobe Air 1.0 All All All
Application Adobe Adobe Air 1.1 All All All
Application Adobe Adobe Air 1.5 All All All
Application Adobe Adobe Air 1.5.2 All All All
Application Adobe Adobe Air 153 All All All
Application Adobe Adobe Air 2.0.2 All All All
Application Adobe Adobe Air 2.0.3 All All All
Application Adobe Adobe Air 2.04 All All All
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Applcaton AQODe rlasn riayer Y.U.31 All All All

Application Adobe Flash Player 9.0.31.0 All All All

Application Adobe Flash Player 9.0.45.0 All All All

Application Adobe Flash Player 9.0.47.0 All All All

Application Adobe Flash Player 9.0.48.0 All All All

Application Adobe Flash Player 9.125.0 All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Sun Sunos All All All All

Operating System Sun Sunos All All All All

Reference Source Link T
Adobe - Security Bulletins: APSB11-21 - Security update available for Adobe Flash Player CONFIRM  www.adobe.com P
[security-announce] SUSE Security Announcement: SUSE_SA_2011_033.txt.asc SUSE lists.opensuse.org
Repository / Oval Repository OVAL oval.cisecurity.org

About Secunia Research | Flexera SECUNIA  secunia.com
[security-announce] openSUSE-SU-2011:0897-1: critical: flash-player SUSE lists.opensuse.org
[security-announce] SUSE-SU-2011:0894-1: critical: Security update for f SUSE lists.opensuse.org

Support REDHAT  www.redhat.com
Repository / Oval Repository OVAL oval.cisecurity.org

Adobe Flash Player CVE-2011-2414 Remote Buffer Overflow Vulnerability BID www.securityfocus.com
US-CERT Technical Cyber Security Alert TA11-222A -- Adobe Updates for Multiple Vulnerabilities CERT www.us-cert.gov U
CVE Program record CVE.ORG www.cve.org Cci
NVD vulnerability detail NVD nvd.nist.gov Cé
1

No vendor comments have been submitted for this CVE.
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http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
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http://cve.report/software/microsoft/windows
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://www.adobe.com/support/security/bulletins/apsb11-21.html
http://lists.opensuse.org/opensuse-security-announce/2011-08/msg00006.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14043
http://secunia.com/advisories/48308
http://lists.opensuse.org/opensuse-security-announce/2011-08/msg00008.html
http://lists.opensuse.org/opensuse-security-announce/2011-08/msg00007.html
http://www.redhat.com/support/errata/RHSA-2011-1144.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15889
http://www.securityfocus.com/bid/49076
http://www.us-cert.gov/cas/techalerts/TA11-222A.html
https://www.cve.org/CVERecord?id=CVE-2011-2414
https://nvd.nist.gov/vuln/detail/CVE-2011-2414

There are currently no legacy QID mappings associated with this CVE.
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