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Summary

CVE CVE-2011-2461

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-01 11:55:00 UTC

Updated 2017-11-09 02:29:00 UTC

Description Cross-site scripting (XSS) vulnerability in the Adobe Flex SDK 3.x and 4.x before 4.6 allows remote attackers to inject arbitrary web script or HTML via vectors related to the loading of modules from different domains.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flex Sdk 3.0 All All All

Application Adobe Flex Sdk 3.0.1 All All All

Application Adobe Flex Sdk 3.1 All All All

Application Adobe Flex Sdk 3.2 All All All

Application Adobe Flex Sdk 3.3 All All All

Application Adobe Flex Sdk 3.4 All All All

Application Adobe Flex Sdk 3.4.1 All All All

Application Adobe Flex Sdk 3.5 All All All

Application Adobe Flex Sdk 3.5a All All All

Application Adobe Flex Sdk 3.6 All All All

Application Adobe Flex Sdk 4.0 All All All

Application Adobe Flex Sdk 4.1 All All All

Application Adobe Flex Sdk 4.5 All All All

Application Adobe Flex Sdk 4.5.1 All All All

Application Adobe Flex Sdk 3.0 All All All

Application Adobe Flex Sdk 3.0.1 All All All

Application Adobe Flex Sdk 3.1 All All All
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Application Adobe Flex Sdk 3.1 All All All

Application Adobe Flex Sdk 3.2 All All All

Application Adobe Flex Sdk 3.3 All All All

Application Adobe Flex Sdk 3.4 All All All

Application Adobe Flex Sdk 3.4.1 All All All

Application Adobe Flex Sdk 3.5 All All All

Application Adobe Flex Sdk 3.5a All All All

Application Adobe Flex Sdk 3.6 All All All

Application Adobe Flex Sdk 4.0 All All All

Application Adobe Flex Sdk 4.1 All All All

Application Adobe Flex Sdk 4.5 All All All

Application Adobe Flex Sdk 4.5.1 All All All

References

Reference Source Link

Security Alerts - Secunia SECUNIA secunia.com

Adobe - Security Bulletins: APSB11-25 - Security update available for Flex SDK CONFIRM www.adobe.com

Flex Security Issue APSB11-25 CONFIRM kb2.adobe.com

Magento eCommerce Vulnerable Adobe Flex SDK ≈ Packet Storm MISC packetstormsecurity.com

Minded Security Blog: The old is new, again. CVE-2011-2461 is back! MISC blog.mindedsecurity.com

Adobe CVE-2011-2461 Remains Exploitable Via Flex Four Years After Patch | Threatpost | The first stop for security news MISC threatpost.com

Nibble Security: The old is new, again. CVE-2011-2461 is back! MISC blog.nibblesec.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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