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Summary

CVE CVE-2011-2465

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-07-08 20:55:00 UTC

Updated 2018-10-09 19:32:00 UTC

Description Unspecified vulnerability in ISC BIND 9 9.8.0, 9.8.0-P1, 9.8.0-P2, and 9.8.1b1, when recursion is enabled and the Response Policy Zone (RPZ) contains DNAME or certain CNAME records, allows remote attackers to cause a denial of service (named daemon crash) via an unspecified query.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.8.0 All All All

Application Isc Bind 9.8.0 p1 All All

Application Isc Bind 9.8.0 p2 All All

Application Isc Bind 9.8.1 b1 All All

Application Isc Bind 9.8.0 All All All

Application Isc Bind 9.8.0 p1 All All

Application Isc Bind 9.8.0 p2 All All

Application Isc Bind 9.8.1 b1 All All
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ISC BIND 9 Remote Crash with Certain RPZ Configurations | Internet Systems Consortium CONFIRM www.isc.org

ISC BIND Multiple Denial of Service Vulnerabilities - Secunia.com SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

[SECURITY] Fedora 15 Update: bind-9.8.0-7.P4.fc15 FEDORA lists.fedoraproject.org

[security-announce] SUSE Security Announcement: bind remote denial of se SUSE lists.opensuse.org

ISC BIND 9 RPZ Configurations Remote Denial of Service Vulnerabilities BID www.securityfocus.com
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SecurityTracker: ISC BIND Response Policy Zones DNAME/CNAME Processing Flaw Lets Remote Users Deny Service SECTRACK www.securitytracker.com

73604 OSVDB osvdb.org

US-CERT Vulnerability Note VU#137968 - ISC BIND 9 RPZ zone named denial-of-service vulnerability CERT-VN www.kb.cert.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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