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Summary

CVE CVE-2011-2473

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-09 21:55:00 UTC

Updated 2017-08-29 01:29:00 UTC

Description The do_dump_data function in utils/opcontrol in OProfile 0.9.6 and earlier might allow local users to create or overwrite arbitrary files via a crafted --session-dir argument in conjunction with a symlink attack on the opd_pipe file, a different vulnerability than CVE-2011-1760.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Maynard Johnson Oprofile 0.1 All All All

Application Maynard Johnson Oprofile 0.2 All All All

Application Maynard Johnson Oprofile 0.3 All All All

Application Maynard Johnson Oprofile 0.4 All All All

Application Maynard Johnson Oprofile 0.5 All All All

Application Maynard Johnson Oprofile 0.5.1 All All All

Application Maynard Johnson Oprofile 0.5.2 All All All

Application Maynard Johnson Oprofile 0.5.3 All All All

Application Maynard Johnson Oprofile 0.5.4 All All All

Application Maynard Johnson Oprofile 0.6 All All All

Application Maynard Johnson Oprofile 0.6.1 All All All

Application Maynard Johnson Oprofile 0.7 All All All

Application Maynard Johnson Oprofile 0.7.1 All All All

Application Maynard Johnson Oprofile 0.8 All All All

Application Maynard Johnson Oprofile 0.8.1 All All All

Application Maynard Johnson Oprofile 0.8.2 All All All

Application Maynard Johnson Oprofile 0.9 All All All
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Application Maynard Johnson Oprofile 0.9 All All All

Application Maynard Johnson Oprofile 0.9.1 All All All

Application Maynard Johnson Oprofile 0.9.2 All All All

Application Maynard Johnson Oprofile 0.9.3 All All All

Application Maynard Johnson Oprofile 0.9.4 All All All

Application Maynard Johnson Oprofile 0.9.5 All All All

Application Maynard Johnson Oprofile All All All All

Application Maynard Johnson Oprofile 0.1 All All All

Application Maynard Johnson Oprofile 0.2 All All All

Application Maynard Johnson Oprofile 0.3 All All All

Application Maynard Johnson Oprofile 0.4 All All All

Application Maynard Johnson Oprofile 0.5 All All All

Application Maynard Johnson Oprofile 0.5.1 All All All

Application Maynard Johnson Oprofile 0.5.2 All All All

Application Maynard Johnson Oprofile 0.5.3 All All All

Application Maynard Johnson Oprofile 0.5.4 All All All

Application Maynard Johnson Oprofile 0.6 All All All

Application Maynard Johnson Oprofile 0.6.1 All All All

Application Maynard Johnson Oprofile 0.7 All All All

Application Maynard Johnson Oprofile 0.7.1 All All All

Application Maynard Johnson Oprofile 0.8 All All All

Application Maynard Johnson Oprofile 0.8.1 All All All

Application Maynard Johnson Oprofile 0.8.2 All All All

Application Maynard Johnson Oprofile 0.9 All All All

Application Maynard Johnson Oprofile 0.9.1 All All All

Application Maynard Johnson Oprofile 0.9.2 All All All

Application Maynard Johnson Oprofile 0.9.3 All All All

Application Maynard Johnson Oprofile 0.9.4 All All All

Application Maynard Johnson Oprofile 0.9.5 All All All

References

Reference Source

oss-security - Re: Re: CVE Request -- oprofile -- Local privilege escalation via crafted opcontrol event parameter when authorized by sudo MLIST

#624212 - arbitrary command execution via sudo opcontrol - Debian Bug report logs CONFIRM

IBM X-Force Exchange XF

Debian -- Security Information -- DSA-2254-1 oprofile DEBIAN

oss-security - Re: Re: CVE Request -- oprofile -- Local privilege escalation via crafted opcontrol event parameter when authorized by sudo MLIST
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oss-security - Re: Re: CVE Request -- oprofile -- Local privilege escalation via crafted opcontrol event parameter when authorized by sudo MLIST

oss-security - Re: Re: CVE Request -- oprofile -- Local privilege escalation via crafted opcontrol event parameter when authorized by sudo MLIST

oss-security - Re: Re: CVE Request -- oprofile -- Local privilege escalation via crafted opcontrol event parameter when authorized by sudo MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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