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Certain versions of Gdk-pixbuf from Gnome contain the following
vulnerability:

The gdk_pixbuf__gif_image_load function in gdk-pixbuf/io-gif.c in gdk-
pixbuf before 2.23.5 does not properly handle certain return values,
which allows remote attackers to cause a denial of service (memory
consumption) via a crafted GIF image file.

CVSS2 Score: 4.3 - MEDIUM
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CVE References

Description Tags Link

ftp.gnome.org

text/plain

 CONFIRM
ftp.gnome.org/pub/GNOME/sources/gdk-
pixbuf/2.23/gdk-pixbuf-2.23.5.news

Gentoo Linux Documentation -- gdk-pixbuf: Denial of Service security.gentoo.org

text/html

 GENTOO GLSA-201206-20

GIF: Don't return a partially initialized pixbuf structure
(f8569bb1) · Commits · GNOME / gdk-pixbuf · GitLab

Exploit

Patch

git.gnome.org

text/html

 CONFIRM git.gnome.org/browse/gdk-
pixbuf/commit/?
id=f8569bb13e2aa1584dde61ca545144750f7a7c98

Security Alerts - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 49715

gdk-pixbuf "gdk_pixbuf__gif_image_load()" Denial of Service Vendor Advisory  SECUNIA 45656

CVE-2011-2485 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2011-2485/mitre
https://cve.report/CVE-2011-2485/nist
https://cve.report/CVE-2011-2485/cve_org
https://cve.report/CVE-2011-2485.pdf
http://cve.report/software/gnome/gdk-pixbuf
http://cve.report/vendor/gnome
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2011-2485/42d0f54b
http://security.gentoo.org/glsa/glsa-201206-20.xml
http://git.gnome.org/browse/gdk-pixbuf/commit/?id=f8569bb13e2aa1584dde61ca545144750f7a7c98
https://web.archive.org/web/2011/http://secunia.com/advisories/49715
https://web.archive.org/web/2011/http://secunia.com/advisories/45656
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gdk-pixbuf "gdk_pixbuf__gif_image_load()" Denial of Service
Weakness - Secunia.com

Vendor Advisory

web.archive.org

text/html

 SECUNIA 45656

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gdk-pixbuf 2.22.1 All All All

Application Gnome Gdk-pixbuf 2.22.1 All All All

Application Gnome Gdk-pixbuf All All All All

No vendor comments have been submitted for this CVE
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