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AVNACUAUNGAIPAN Certain versions of Nspluginwrapper from Nspluginwrapper contain the
' following vulnerability:

nspluginwrapper before 1.4.4 does not properly provide access to
NPNVprivateModeBool variable settings, which could prevent Firefox
plugins from determining if they should run in Private Browsing mode
and allow remote attackers to bypass intended access restrictions, as
demonstrated using Flash.

CVE-2011-2486 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Access Denied (2) CONFIRM bugzilla.novell.com/show_bug.cgi?id=702034

Support all the new variables added - [T ) MiIsC

davidben/nspluginwrapper@7e4ab8e github.com/davidben/nspluginwrapper/commit/7e4ab8e1189846041f955¢
- GitHub

Bug 715384 — CVE-2011-2486 () CONFIRM bugzilla.redhat.com/show_bug.cgi?id=715384

nspluginwrapper does not forward
NPNVprivateModeBool variable

Scientific Linux alert SL-nspl- [ Iwn.net | & MISC lwn.net/Alerts/524725/
20121113 (nspluginwrapper)

[LWN.net]
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https://cve.report/CVE-2011-2486/mitre
https://cve.report/CVE-2011-2486/nist
https://cve.report/CVE-2011-2486/cve_org
https://cve.report/CVE-2011-2486.pdf
http://cve.report/software/nspluginwrapper/nspluginwrapper
http://cve.report/vendor/nspluginwrapper
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.novell.com/show_bug.cgi?id=702034
https://github.com/davidben/nspluginwrapper/commit/7e4ab8e1189846041f955e6c83f72bc1624e7a98
https://bugzilla.redhat.com/show_bug.cgi?id=715384
http://lwn.net/Alerts/524725/

Red Hat Customer Portal & BEDHAT RHSA-2012:1459

nspluginwrapper [ Patch | () SECTRACK 1027757

NPNVprivateModeBool Variable

Processing Flaw Lets Remote Users
Deny Service - SecurityTracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Nspluginwrapper Nspluginwrapper 1.4.2 All All All
Application Nspluginwrapper Nspluginwrapper 14.2 All All All

cpe:2.3:a:nspluginwrapper:nspluginwrapper:1.4.2:*:*:*:*:**:*:

cpe:2.3:a:nspluginwrapper:nspluginwrapper:1.4.2:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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