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AVNACUAUSCPIPAP Certain versions of Phpmyadmin from Phpmyadmin contain the
’ following vulnerability:

libraries/server_synchronize.lib.php in the Synchronize implementation
in phpMyAdmin 3.x before 3.3.10.2 and 3.4.x before 3.4.3.1 does not
properly quote regular expressions, which allows remote authenticated
users to inject a PCRE e (aka PREG_REPLACE_EVAL) modifier, and
consequently execute arbitrary PHP code, by leveraging the ability to
modify the SESSION superglobal array.

CVE-2011-2507 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.5- MEDIUM

Access Access Authentication
Vector Complexity

NETWORK LoW
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4] [

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Phpmyadmin Phpmyadmin 3.0.0 All All All
Application Phpmyadmin Phpmyadmin 3.0.0 alpha All All
Application Phpmyadmin Phpmyadmin 3.0.0 beta All All
Application Phpmyadmin Phpmyadmin 3.0.0 rci All All
Application Phpmyadmin Phpmyadmin 3.0.1 All All All
Application Phpmyadmin Phpmyadmin 3.0.1 rci All All
Application Phpmyadmin Phpmyadmin 3.0.1.1 All All All
Application Phpmyadmin Phpmyadmin 3.1.0 All All All
Application Phpmyadmin Phpmyadmin 3.1.0 betal All All
Application Phpmyadmin Phpmyadmin 3.1.1 All All All
Application Phpmyadmin Phpmyadmin 3.1.1 rci All All
Application Phpmyadmin Phpmyadmin 3.1.2 All All All
Application Phpmyadmin Phpmyadmin 3.1.2 rci All All
Application Phpmyadmin Phpmyadmin 3.1.3 All All All
Application Phpmyadmin Phpmyadmin 3.1.3 rci All All
Application Phpmyadmin Phpmyadmin 3.1.3.1 All All All
Application Phpmyadmin Phpmyadmin 3.1.3.2 All All All
Application Phpmyadmin Phpmyadmin 3.1.4 All All All
Application Phpmyadmin Phpmyadmin 3.14 rc2 All All
Application Phpmyadmin Phpmyadmin 3.1.5 All All All
Application Phpmyadmin Phpmyadmin 3.15 rci All All

Application Phpmyadmin Phpmyadmin 3.2.0 All All All
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akak koK akakak,

AnmAaN DiAacnhimnmmiradnmsin sl i AaAd AT A D N 4 ivad hak ok k kK,

KKk KKk,

3.4.0.0

3.4.1.0

3.4.2.0

3.4.3.0

All

All

All

All

All

All

All

All

All

All

All

All
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Cpe.c.o.a.plipliydulinnLpripiyduiimio.c. 1aci. .o ..

cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.0.0:":*: """

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.1.0:":*: "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.10.0:: " *:*:

dkakakkakakak.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.10.1 %" *:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.2.0:%:*:* " ":*:

*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.3.0:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.4.0:%:*:***:*:*:

*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.5.0:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.5.1: % :*:*:

*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.6:*:

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.7:

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.8.1:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.9.0:*:* " ™

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.9.1:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.9.2:*:*:***:*:*:

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.0.0:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.1.0:* %"

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.2.0:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.3.0:*: %"

.*.*.*.*.*.*.*.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.0.0:

Kk ak kR k.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.0.0:alpha:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.0.0:beta:*:*:*:*:*:*:

KKk Kk k.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.0.0:rct %" %"

dkak koK kR k.

cpe:2.3:a:phpmyadmin:phpmyadmin:3.0.1:



cpe:2.3:a:phpmyadmin:phpmyadmin:3.0.1.1:" "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.0:":*: "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.3.1:%:*:* "
cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.3.2:%:*:***:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.4:*: "
cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.4:rc2:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.5:%:*: " %
cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.5:rc1:*: % :*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.0:betat:*:*:*:*:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.0:rc1 " ™
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.1:*:* "
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.1:rc1 "™
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.2:*:*:*:**:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.2.2:rc1:*: "%
cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.0.0:*:**:**:*:*:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.1.0:* "%
cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.10.0:: " *:
cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.10.1: ™

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.2.0:" % "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.3.0:" % "%



cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.4.0:":*:* "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.5.0:"::* "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.5.1:" "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.7:":*: """

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.8:*:*:*:":*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.8.1:":*:*:*:*:":*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.9.0:%:*:* " *:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.9.1:%:* 7 :*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.3.9.2:%:* " *:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.0.0:%:*:***:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.1.0:%:*:***:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.2.0:*:*:***:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.4.3.0:*:* "

No vendor comments have been submitted for this CVE
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