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AV-NIACMIAUNICNIPIAN Certain versions of Joomla! from Joomla contain the foIIowing
’ vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in Joomla! before
1.6.4 allow remote attackers to inject arbitrary web script or HTML via
(1) the query string to the com_contact component, as demonstrated
by the Itemid parameter to index.php; (2) the query string to the
com_content component, as demonstrated by the filter_order
parameter to index.php; (3) the query string to the com_newsfeeds component, as
demonstrated by an arbitrary parameter to index.php; or (4) the option parameter in a
reset.request action to index.php; and, when Internet Explorer or Konqueror is used, (5) allow
remote attackers to inject arbitrary web script or HTML via the searchword parameter in a
search action to index.php in the com_search component.

CVE-2011-2509 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

mE MISC
yehg.net/lab/pr0js/advisories/joomla/core/[joomla_1.6.3]_cross_site_scripting(XSS)

Joomla! Developer Network - CONFIRM developer.joomla.org/security/news/352-20110604-xss-
[20110604] - XSS Vulnerability vulnerability.html
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https://cve.report/
https://cve.report/CVE-2011-2509/mitre
https://cve.report/CVE-2011-2509/nist
https://cve.report/CVE-2011-2509/cve_org
https://cve.report/CVE-2011-2509.pdf
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2011-2509/629c762b
http://developer.joomla.org/security/news/352-20110604-xss-vulnerability.html

UdS-dEuluUlIly - LUV E Nnecyuest. w

Joomla! 1.6.3 and lower | Multiple Cross Site Scripting (XSS) Vulnerabilities
Multiple Cross Site Scripting

(XSS) Vulnerabilities

¢, VILIO T |USSSELUNILY| £U T 1UDLO0 L VE NEYUESL. yLUITIA! 1.0.0 dllU IVWEI |

oss-security - Re: CVE = ¢ > MLIST [oss-security] 20110629 Re: CVE Request: Joomla! 1.6.3 and lower |
Request: Joomla! 1.6.3 and Multiple Cross Site Scripting (XSS) Vulnerabilities
lower | Multiple Cross Site

Scripting (XSS) Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Joomla Joomla! 1.5.0 All All All
Application Joomla Joomla! 1.5.1 All All All
Application Joomla Joomla! 1.5.10 All All All
Application Joomla Joomla! 1.5.11 All All All
Application Joomla Joomla! 1.5.12 All All All
Application Joomla Joomla! 1.5.13 All All All
Application Joomla Joomla! 1.5.14 All All All
Application Joomla Joomla! 1.5.15 All All All
Application Joomla Joomla! 1.5.15 rc All All
Application Joomla Joomlal 1.5.16 All All All
Application Joomla Joomla! 1.5.17 All All All
Application Joomla Joomlal! 1.5.18 All All All
Application Joomla Joomla! 1.5.19 All All All
Application Joomla Joomlal! 1.5.2 All All All
Application Joomla Joomla! 1.5.20 All All All
Application Joomla Joomlal 1.5.21 All All All
Application Joomla Joomla! 1.5.22 All All All
Application Joomla Joomlal 1.5.23 All All All
Application Joomla Joomla! 1.5.3 All All All
Application Joomla Joomlal 1.5.4 All All All
Application Joomla Joomla! 1.5.5 All All All
Application Joomla Joomla! 1.5.6 All All All

Application Joomla Joomla! 1.5.7 All All All
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Application Joomla
Application Joomla
Application Joomla
Application Joomla
Application Joomla
Application Joomla
Application Joomla
Application Joomla

cpe:2.3:a;joomlazjoomlal:1.5.0:* "

cpe:2.3:a;joomlazjoomlal:1.5.9 7 ****

Lk kR kR Lk

cpe:2.3:a:;joomla;joomlal:1.5.10:*:*:*:*:*:

dkak kR ok ak

cpe:2.3:a;joomlazjoomlal:1.5.11:*:*:*:*::

LKk kR ok ak

cpe:2.3:a;joomlazjoomlal:1.5.12:%:*:*:*:*:

cpe:2.3:a:;joomla;joomlal:1.5.2:%* " x>

L

cpe:2.3:a;joomla;joomlal:1.5.20:*:*:*:*:*:

dkkakk ok Lk

cpe:2.3:a;joomla;joomlal:1.5.21:%:*:*:*:*:

R

cpe:2.3:a;joomla;joomlal:1.5.23:*:*:*:*:*:

cpe:2.3:a;joomla:joomlal:1.5.3:*: "

cpe:2.3:a;joomla:joomlal:1.5.4:%

cpe:2.3:a;joomla:;joomlal:1.5.5:%

cpe:2.3:a:;joomla;joomlal:1.5.6:" " ™"

Joomla!

Joomla!

Joomla!

Joomla!

Joomla!

Joomla!

Joomla!

Joomla!

k.

k.

k.

k.

k.

k.

1.6

1.6

1.6

1.6

1.6

1.6.0

1.6.1

All

beta6b

beta7

beta8

beta9

rcl

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:;joomla;joomlal:1.5.7: " " ™

cpe:2.3:a:;joomla;joomlal:1.5.8:* " ™

cpe:2.3:a;joomlazjoomlal:1.5.9: ™

dk Kk ok akak.

cpe:2.3:a;joomlajoomlal:1.6:alpha2:*:*:*:*:*:*:

Kk ak KRk,

cpe:2.3:a:;joomla;joomlal:1.6:betat :*:*:*:*:*:*:

dk kR kR k.

cpe:2.3:a:;joomla:;joomlal:1.6:betat0:*:*:*:*:*:*:

dkakak ok akak.

cpe:2.3:a:;joomla;joomlal:1.6:betat1:*:*:*:

dkakakakakak.

cpe:2.3:a:;joomlajoomlal:1.6:betal3:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a;joomla:joomlal:1.6:betal4:*:*:*:*:*:*:

cpe:2.3:a:;joomla:joomlal:1.6.0:*:": "

cpe:2.3:a;joomla:joomlal:1.6.1: "

cpe:2.3:a;joomla;joomla\l:1.5.0:%:":

cpe:2.3:a;joomla;joomla\l:1.5.1:%:%:

ARk kKK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.10: % *:*:

Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.11: x>



Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.12:* % % *:

Kk ok kKKK,

cpe:2.3:a;joomla:joomla\l:1.5.13: % %%

Kk ok ok koK Lk,

cpe:2.3:a:;joomla;joomla\l:1.5.16:*: "

Kk ok kKoK Lk,

cpe:2.3:a;joomlazjoomla\l:1.5.1 7%

Kk ok kKKK,

cpe:2.3:a:;joomla;joomla\l:1.5.18:*: 7 "

Kk ok ok kKK,

cpe:2.3:a;joomlazjoomla\l:1.5.19:*****

cpe:2.3:a;joomla;joomla\l:1.5.2: % %

cpe:2.3:a;joomlazjoomla\l:1.5.20:* " *:**:*:

koK ok kKK,

cpe:2.3:a;joomlajoomla\l:1.5.21: % % "%

cpe:2.3:a;joomlajoomla\l:1.5.3:%:":* %

cpe:2.3:a;joomla;joomla\l:1.5.4: " %

cpe:2.3:a;joomla;joomla\l:1.5.5:%: "%

cpe:2.3:a;joomlajoomla\l:1.5.6:%:":* "™

cpe:2.3:a;joomlajoomla\l:1.5. 77"

cpe:2.3:a;joomla;joomla\l:1.5.8:%:":*:*:*:*::

cpe:2.3:a;joomla;joomla\l:1.5.9:%:":*:*: %

akakkakakuk.

cpe:2.3:a:joomla:joomla\l:1.6:alpha:*:*:*:*:*:*:

Skakakakakak,

cpe:2.3:a:;joomla:;joomla\l:1.6:alpha2:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a;joomla:;joomla\l:1.6:betal:*:*:*:*:*:*:

Skkakuk kK,

cpe:2.3:a:;joomla:;joomla\l:1.6:beta11:*:*:*:*:*:*:

Skkakuk kK.

cpe:2.3:a:;joomla:;joomla\l:1.6:beta12:*:*:*:*:*:*:

Skuk Lk k kK,

cpe:2.3:a:;joomla:;joomla\l:1.6:beta13:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:a:;joomla:;joomla\l:1.6:beta14:*:*:*:*:*:*:



Skk ok k k.,

cpe:2.3:a;joomla:;joomla\l:1.6:beta15:*:*:*:*:*:*:

KRk ok ukuk.

cpe:2.3:a;joomla:joomla\l:1.6:beta2:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:a:joomla:joomla\l:1.6:beta6:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:a:joomla:joomla\l:1.6:beta7:*:*:*:*:*:*:

cpe:2.3:a;joomla;joomla\l:1.6.0:*:":* %

cpe:2.3:a;joomla;joomla\l:1.6.1: > " %

cpe:2.3:a;joomlajoomla\l:1.5.0:%:":* %

cpe:2.3:a;joomla;joomla\l:1.5. 1" " %

ARk LKLk LKLk LK,

cpe:2.3:a;joomla;joomla\l:1.5.16:*:*:*:*:*:*:*:

Ak LKLk LK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.17: %>

Ak kKK kLK LK,

cpe:2.3:a;joomla:joomla\l:1.5.18:*:*:*:**:*:*:

cpe:2.3:a;joomla;joomla\l:1.5.2:%:*:* %

Ak kKK kLK Lk,

cpe:2.3:a;joomla;joomla\l:1.5.20:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.21 % *:*:



Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.22:*:*:*:**:*:*:
cpe:2.3:a;joomla:joomla\l:1.5.23:*:*:*:**:*:*:
cpe:2.3:a:;joomla;joomla\l:1.5.3: " ™
cpe:2.3:a:;joomla;joomla\l:1.5.4: ™
cpe:2.3:a:;joomla;joomla\l:1.5.5:
cpe:2.3:a:;joomla;joomla\l:1.5.6: "
cpe:2.3:a;joomla;joomla\l:1.5.7: %
cpe:2.3:a:;joomla;joomla\l:1.5.8:* "™
cpe:2.3:a;joomla;joomla\l:1.5.9:***: %

Kk Lk akakak.

cpe:2.3:a;joomlazjoomla\l:1.6:alpha:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a:;joomla:joomla\l:1.6:beta5:*:*:*:*:*:*:

akak Lk okakuk.

cpe:2.3:a:;joomla:;joomla\l:1.6:beta6:*:*:*:*:*:*:

akak Lk akakuk.

cpe:2.3:a;joomla:;joomla\l:1.6:beta7:*:*:*:*:*:*:

Kk Lk okakuk.

cpe:2.3:a:;joomla:;joomla\l:1.6:beta8:*:*:*:*:*:*:

akakukokakuk.

cpe:2.3:a;joomla;joomla\l:1.6:rc1: " ™

cpe:2.3:a:;joomla;joomla\l:1.6.0:*:*:*:**

rne? Ratinnmlatinamlall-1 [ o *-kexekokokox.
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No vendor comments have been submitted for this CVE
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