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Summary
CVE CVE-2011-2523
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-27 21:15:00 UTC
Updated 2021-04-12 19:15:00 UTC
Description vsftpd 2.3.4 downloaded between 20110630 and 20110703 contains a backdoor which opens a shell on port 6200/tcp.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product
Operating System Debian Debian Linux
Operating System Debian Debian Linux
Operating System Debian Debian Linux
Operating System Debian Debian Linux
Operating System Debian Debian Linux
Operating System Debian Debian Linux
Application Vsftpd Project Vsftpd
Application Vsftpd Project Vsftpd

Version Update
10.0 All
8.0 All
9.0 All
10.0 All
8.0 All
9.0 All
2.34 All
2.3.4 All

Edition Language
All All
All All
All All
All All
All All
All All
All All
All All

References

Reference

CVE-2011-25283 - Red Hat Customer Portal

oss-security - Re: vsftpd download backdoored

VSFTPD 2.3.4 Backdoor Command Execution ~ Packet Storm
CVE-2011-2523

Vulnerability about vsftpd: backdoor in version 2.3.4 | Vigil@nce

vsftpd 2.3.4 Backdoor Command Execution =~ Packet Storm

M\IC Deanvan vanavA

Source

MISC

MLIST

MISC

MISC

MISC

MISC
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Link

access.redhat.com
www.openwall.com
packetstormsecurity.com
security-tracker.debian.org
vigilance.fr

packetstormsecurity.com

Tags

Third Party Advisory

Mailing List, Third Party Advisory
Exploit, Third Party Advisory, VD
Third Party Advisory

Third Party Advisory


https://cve.report/
https://cve.report/CVE-2011-2523/mitre
https://cve.report/CVE-2011-2523/nist
https://cve.report/CVE-2011-2523/cve_org
https://cve.report/CVE-2011-2523.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/vsftpd_project
http://cve.report/software/vsftpd_project/vsftpd
http://cve.report/vendor/vsftpd_project
http://cve.report/software/vsftpd_project/vsftpd
https://access.redhat.com/security/cve/cve-2011-2523
https://www.openwall.com/lists/oss-security/2011/07/11/5
https://packetstormsecurity.com/files/102745/VSFTPD-2.3.4-Backdoor-Command-Execution.html
https://security-tracker.debian.org/tracker/CVE-2011-2523
https://vigilance.fr/vulnerability/vsftpd-backdoor-in-version-2-3-4-10805
http://packetstormsecurity.com/files/162145/vsftpd-2.3.4-Backdoor-Command-Execution.html

Vv rioyidiirevuiu vvCe.una Www.Lve.uly caliuineal

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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