CVE-2011-2524

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2011-2524
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-31 23:55:00 UTC
Updated 2012-02-02 04:06:00 UTC
Description Directory traversal vulnerability in soup-uri.c in SoupServer in libsoup before 2.35.4 allows remote attackers to read arbitrar

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Libsoup 2.0 All All All
Application Gnome Libsoup 2.2 All All All
Application Gnome Libsoup 2.2.0 All All All
Application Gnome Libsoup 221 All All All
Application Gnome Libsoup 2.2.100 All All All
Application Gnome Libsoup 2.2.101 All All All
Application Gnome Libsoup 2.2.102 All All All
Application Gnome Libsoup 2.2.103 All All All
Application Gnome Libsoup 2.2.104 All All All
Application Gnome Libsoup 222 All All All
Application Gnome Libsoup 2.2.3 All All All
Application Gnome Libsoup 224 All All All
Application Gnome Libsoup 225 All All All
Application Gnome Libsoup 2.2.6 All All All
Application Gnome Libsoup 2.2.6.1 All All All
Application Gnome Libsoup 2.2.7 All All All
Application Gnome Libsoup 2.2.91 All All All
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Application Gnome Libsoup 2.29.90 All All All
Application Gnome Libsoup 2.29.91 All All All
Application Gnome Libsoup 2.3.0.1 All All All
Application Gnome Libsoup 232 All All All
Application Gnome Libsoup 2.3.4 All All All
Application Gnome Libsoup 2.30.0 All All All
Application Gnome Libsoup 2.30.1 All All All
Application Gnome Libsoup 2.31.2 All All All
Application Gnome Libsoup 2.31.6 All All All
Application Gnome Libsoup 2.31.90 All All All
Application Gnome Libsoup 2.31.92 All All All
Application Gnome Libsoup 2.32.0 All All All
Application Gnome Libsoup 2.32.1 All All All
Application Gnome Libsoup 2.32.2 All All All
Application Gnome Libsoup 2.33.4 All All All
Application Gnome Libsoup 2.33.5 All All All
Application Gnome Libsoup 2.33.6 All All All
Application Gnome Libsoup 2.33.90 All All All
Application Gnome Libsoup 2.33.92 All All All
Application Gnome Libsoup 2.34.0 All All All
Application Gnome Libsoup 2.34.1 All All All
Application Gnome Libsoup 2.4.0 All All All
Application Gnome Libsoup 2441 All All All
Application Gnome Libsoup All All All All
Reference Source Link 1
Bug 653258 — Directory traversal bug in soup-uri.c using url-encoded periods MISC bugzilla.gnome.org F
NEWS - master - GNOME / libsoup - GitLab CONFIRM git.gnome.org
USN-1181-1: libsoup vulnerability | Ubuntu UBUNTU www.ubuntu.com

libsoup SoupServer Directory Traversal Flaw Lets Remote Users Obtain Files - SecurityTracker SECTRACK www.securitytracker.com

Security Alerts - Secunia SECUNIA secunia.com

[SECURITY] Fedora 15 Update: libsoup-2.34.3-1.fc15 FEDORA lists.fedoraproject.org
Support REDHAT www.redhat.com \
Debian -- Security Information -- DSA-2369-1 libsoup2.4 DEBIAN www.debian.org
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http://www.securitytracker.com/id?1025864
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http://www.redhat.com/support/errata/RHSA-2011-1102.html
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LVE rrogrdirn recora

vve.urna www.Cve.org C
NVD vulnerability detail NVD nvd.nist.gov c
41 ‘\ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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