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CVE CVE-2011-2534
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2011-06-22 23:55:00 UTC
Updated 2023-11-07 02:07:00 UTC
Description Buffer overflow in the clusterip_proc_write function in net/ipv4/netfilter/ipt_ CLUSTERIP.c in the Linux kernel before 2.6.39 n

1|

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System Linux Linux Kernel All All
Operating System Linux Linux Kernel All All

Edition Language
All All
All All

References

Reference

'[PATCH v2] ipv4: neffilter: ipt_ CLUSTERIP: fix buffer overflow' - MARC

Linux Kernel Netfilter 'ipt_ CLUSTERIP.c' Buffer Overflow Vulnerability

'[PATCH] ipv4: neffilter: ipt_ CLUSTERIP: fix buffer overflow' - MARC
oss-security - Re: CVE request: kernel: netfilter & econet infoleaks

404: File not found

689337 — (CVE-2011-2534) CVE-2011-2534 ipv4: netfilter: ipt_ CLUSTERIP: fix buffer overflow
oss-security - Re: CVE request: kernel: neftfilter & econet infoleaks
kernel/git/torvalds/linux.git - Linux kernel source tree

kernel/git/torvalds/linux.git - Linux kernel source tree

oss-security - CVE request: kernel: neffilter & econet infoleaks

linux kernel 2.6.38.8 ipv4 ipt_ CLUSTERIP buffer overflow - SecurityReason.com
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http://www.openwall.com/lists/oss-security/2011/03/21/4
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.39
https://bugzilla.redhat.com/show_bug.cgi?id=689337
http://www.openwall.com/lists/oss-security/2011/03/21/1
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=961ed183a9fd080cf306c659b8736007e44065a5
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http://www.openwall.com/lists/oss-security/2011/03/18/15
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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