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CVE-2011-2535

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-2535

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-07-06 19:55:00 UTC

2017-08-29 01:29:00 UTC

chan_iax2.c in the IAX2 channel driver in Asterisk Open Source 1.4.x before 1.4.41.1, 1.6.2.x before 1.6.2.18.1, and 1.8.x k
| |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Digium Asterisk 1.4.0 All All All
Digium Asterisk 1.4.0 betal All All
Digium Asterisk 1.4.0 beta2 All All
Digium Asterisk 1.4.0 beta3 All All
Digium Asterisk 1.4.0 beta4 All All
Digium Asterisk 1.41 All All All
Digium Asterisk 1.4.10 All All All
Digium Asterisk 1.4.10.1 All All All
Digium Asterisk 1.4.11 All All All
Digium Asterisk 1.4.12 All All All
Digium Asterisk 1.4.12.1 All All All
Digium Asterisk 1.4.13 All All All
Digium Asterisk 1.4.14 All All All
Digium Asterisk 1.4.15 All All All
Digium Asterisk 1.4.16 All All All
Digium Asterisk 1.4.16.1 All All All
Digium Asterisk 1.4.16.2 All All All
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Application Digium Asterisk 1.8.3 rc2 All All

Application Digium Asterisk 1.8.3 rc3 All All

Application Digium Asterisk 1.8.3.1 All All All

Application Digium Asterisk 1.8.32 All All All

Application Digium Asterisk 1.8.3.3 All All All

Application Digium Asterisk 1.8.4 All All All

Application Digium Asterisk 1.8.4 rci All All

Application Digium Asterisk 1.8.4 rc2 All All

Application Digium Asterisk 1.8.4 rc3 All All

Application Digium Asterisk 1.8.4.1 All All All

Application Digium Asterisk 1.8.4.2 All All All

Application Digium Asterisk c.3.0 - business All

Application Digium Asterisk c.3.1.0 - business All

Application Digium Asterisk c.3.1.1 - business All

Application Digium Asterisk c.3.2.2 - business All

Application Digium Asterisk c.3.2.3 - business All

Application Digium Asterisk c.3.3.2 - business All

Application Digium Asterisk c.3.6.2 - business All

Application Digium Asterisk c.3.6.3 - business All

Application Digium Asterisk c.3.6.4 - business All

Reference Source Link

73309 OSvDB www.osvdb.org
Asterisk IAX2 Channel Driver "iax2_setoption()" Denial of Service Vulnerability - Secunia.com  SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.cor
[SECURITY] Fedora 14 Update: asterisk-1.6.2.19-1.fc14 FEDORA lists.fedoraproject.org
Asterisk Multiple Remote Denial of Service Vulnerabilities BID www.securityfocus.com
Security Tracker: Asterisk IAX2 Channel Driver Bug Lets Remote Users Deny Service SECTRACK securitytracker.com
downloads.asterisk.org/pub/security/AST-2011-010-1.8.diff CONFIRM downloads.asterisk.org
Asterisk Multiple Denial of Service Vulnerabilities - Secunia.com SECUNIA secunia.com
AST-2011-010 CONFIRM downloads.asterisk.org
Debian update for asterisk - Secunia.com SECUNIA secunia.com

Fedora update for asterisk - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-2276-1 asterisk DEBIAN www.debian.org

CVE Program record CVE.ORG WWw.cve.org
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http://www.osvdb.org/73309
http://secunia.com/advisories/44973
https://exchange.xforce.ibmcloud.com/vulnerabilities/68205
http://lists.fedoraproject.org/pipermail/package-announce/2011-July/062628.html
http://www.securityfocus.com/bid/48431
http://securitytracker.com/id?1025708
http://downloads.asterisk.org/pub/security/AST-2011-010-1.8.diff
http://secunia.com/advisories/45048
http://downloads.asterisk.org/pub/security/AST-2011-010.html
http://secunia.com/advisories/45201
http://secunia.com/advisories/45239
http://www.debian.org/security/2011/dsa-2276
https://www.cve.org/CVERecord?id=CVE-2011-2535

NVD vulnerability detail NVD nvd.nist.gov
N ‘\ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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